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OOX 004
IllakenoB bariian bosaroBuy
Axnapammuix mexuono2usnap kageopacwiubiy 2-Kypc Masucmpanmol,
JIL.H.I'ymunee amuvinoaewt Eypazus ynmmuix yHUepcumemi
Kasaxcman, Acmana

TEJJEKOMMYHUKANUSIIBIK JKYHEJEP KOHTEKCTIH/IE
3ATTAP UHTEPHETI (IOT) YIITH AKITAPATTBIK KAYITICI3IIK
KATEPJIEPI MEH TOYEKEJIEPIH BAFAJIAY

Anoamna: 3ammap uumepnemi (loT) — Kazipei 3amauavbl  aKknapammolx
MEXHONI0UANAPObIH eH KaAPKbIHObI OAMbIN Kejle HcamKan bagbimmapbwinvly 0ipi. byn mexnonoeus
KenmezeH cananapoa, COHbIY iuinoe eHepKacinme, 0eHCayIblK CAkmayod, KOuiK JHcaHe I02UCMUKA
JHcylienepinoe, COHOQU-aK MYPMbICMbIK KYPblI&bliapoa KeHineH KoloaHuliaovl. Anaiida, loT
9KOJICYUeCiHiY KapKbIHObL 0aMybl KONMe2eH JHCayd aKknapammulk Kayincizoik Kamepaepin
myosipaovl. Makanada menekoMmyHuUKayusnvly xcytenepoeei 3ammap unmepneminiy (loT)
Kayincizoicine OauiaHvlcmvl Hezizei Kamepiep MeH mayekenoep Kapacmvipbliaovl. AKbLIObl
KYPbLISLLIAD ~MeH  JCeliiK  UHQDPAKYDBIIBIMHBIY — 0CAlOblebl, OepeKmepOiy — pYKCAmCbl3
KoJicemimoiniei, Kubepuiabyviioapovly HCUiliel d#coHe CMaHOapmmapobly AHCemKiniKcizoiei
mankwvlianaovl. Convimen xamap, Mirai 6omnemi cuakmol Haxmol mvicaroap Heeizinoe loT
Kayincizoiein 6y3y cyeHapuiiiepi Kapacmulpulidobi.

Kinm ce3dep: 3ammap unmepnemi, axnapammulx Kayincizoik, kudepuwadywviioap, loT
Kamepepi, JHceninik Kayincizoix.

KIPICIIE

AKBLIABI KYPBUIFBUIAPABIH KEH Tapalybl ©HEPKACIN MEH KYHAETIKTI eMipi
TyOereln e3repryne, coHablkTaH 3artrap wuHTepHeTiHiH (IoT) akmaparThik
Kaylrnci3airine OalaHbICTBI KayinTep MEH ToyeKemniep/l Oaranay OapraH cailblH
MaHbI36I Oonia Tycyzae. [oT — Oy maTyukTepmMeH, MporpaMMabIK JKacaKkTaMaMeH
KaOABIKTAIIFaH JKOHE JKEJIre KOChLTY MYMKIHAIT 0ap (U3UKaNBIK KYPBUIFbLIAPABbIH
KeH OKemici, OyJ JepekTep ajmacyfa JKoHE OpTYpJal  KOCKIMIIAJapbl
aBTOMATTaHABIPYFa MYMKIHJIIK Oepeli. « AKbUIABD) YHJIEpIeH 0acTar OHEPKICITITIK
JKyHesepre ACHIHT caianapja KOJJIaHbUIATBIH Oy TeXHOIOTUSHBIH 2025 KbUTFa
Kapail 55 MuimMap] KypbUIFbIFa >keTeTiHi Ooipkanyaa. COHIIBIKTaH OChI ©3apa
OailllaHbICKaH >KYHWeNlepAiH eJieyll OCalAbIKTApbIH €CKEPE OTBIPhIN, CEHIMI
KayIMci3IiK mapaiapblH KaObLIgay O1piHINI K€3EKTET1 MOcesie O0IbIN TaObIIaIbl.

Ocipece, 3aTTap MHTEPHETI KYPBUIFbUIAPBI JEPEKTEP/IH ChIPTKA Tapayhl,
KYPBUIFbLIAp Ikl 0AChIT ally JKOHE JEPEKTEp/Il Kayilci3 cakTaMay CUSIKThI KOITEeTeH
Kayinci3aiKk KaTepyiepiHe Tam Oonaapl. MyHmai KayinTep >Keke AepeKTepiiH
OY3bUITybIHA KOHE MaHBI3Abl KYHelepAiH ICTeH WIbIFyblHA oKelyl MYMKIH. Mirai
OOTHETIHIH MA0ybUTBl MEH KOCBUIFAaH aBTOMOOMIIBAEPIl OY3Y CUSKTHI PE30HAHCTHIK
OKHUFaJIap TUIMJII KayITCI3/IK KYHeIepiH KYPYIbIH KAHIIIAIBIKTHI MAaHbI3bl CKCHIH
kepceteni. Optypai [oT eHimzaepi yiniH OipbIHFa KayiNCi3IIK CTaHIapTTapbIHBIH
OonmMaybl JKaFmaiabpl ofaH opl KUBIHAATaAbl. by KemTereH KypbUIFbLIApIbIH
KETKUTIKCI3 ~KOpFallyblHa JKOHE €CKIPreH MPOorpaMMaliblK KacaKTaMaHBIH
caJilapblHaH OHAl ocall 00JybIHA OKEJIeI.
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3arTap MHTEPHETI SKOXKYHeNepiHJeri OCajAbIKTapJbl aHBIKTAy >KOHE
KayiIci3aik Katepiepin Oackapy YIIiH Toyekenaepai Oaranay omictepi Kaxker. [oT
Security Assurance Framework sxone NIST Cybersecurity Framework cusikrer
KYpbUIBIMAAp YHBIMIapFa KayilcCi3aiK JIeHTreiiH Oaranayra >KOHE ToyeKemIepil
a3aiTy MapalapblH €HTI3yre HYCKayIbIK Oepeni. JlerenMeH, y3/iKci3 MOHUTOPHUHT
KYPri3y *oHe HOPMATUBTIK TaJlalTapra COUKECTIKTI caKTay CHSAKTBI Macesnesep Oy
opTaliapabl Kopray OOMBIHIIA KyII-XKITepAl OJaH opl KubIHAaTagbl. by
KayIMCi3MIKKe KAaThICTBI KEIIeH/I1 CoHKecTiK OarjaapiamManapblH o31pjey YIIiH
MYUICT TapanTapAblH OIpPJIECKeH TOCUIIH KaXeT eTeldl, MyHAall Oarmapiiamaniap
’KaHa KayinTep MEH TeXHOJIoTHsIapra OefiMenyi THic.

3arTap MHTEPHETI JaMbIFaH CallblH KYPbUIFbUIAPIbl ayTeHTU(UKALMIIAY
OMICTEPIH KETUIAIPY, O3BIK KaylNCI3AiK TEXHOJOTHSUIAPBIH CHT13y JKOHE KETKI3y
TI30€TiHIH Kayilci3Airii KamTaMachl3 €Ty MaHbI3Abl Oona Tycedi. byn e3apa
OailllaHbICKaH KYHWelep/al Kopray CTpaTervsyiapblHbIH OoJamiarblH alKbIHIAWTHIH
Heri3r1 pakropiap 6osaael. COHBIMEH KaTap, caialarbl peTTeY MEH 031H-031 peTTey
apachblHIarbl TEMe-TEHIIK Typaibl mMikipTasac Ta loT opTachlHBIH Kayimci3 opi
OPHBIKTHI O0JTybIHA BIKHA eTreK. Ochutaiina, Oy HHHOBAIUSIIBIK TEXHOIOTUSTHBIH
apTHIKIIBUIBIKTAPBIH OHBIH OCAJIBIKTAPhl KOJICHKEIIEMEUTIHICH KaF1ai xKacanabl.

10T DKOXYHWECIHE 1IOJIY

3artap unrepHeri (IoT) — Oys naTynkTepMeH, nporpaMmMarbIK KacakKTaMaMeH
KoHE 0acKa TEeXHOJOTHSIIAPMEH KaOAbIKTAIFaH (PU3UKAIBIK KYPBUIFbUIAPABIH KEH
xemici, onap VHTepHET apKbUIbl KOCBUIBIN, JEPEKTEPMEH aiMacyra MYMKIHJIK
Oepeni. byn e3apa OaiiaHbICKaH >KyHe TYPMBICTBIK TEXHUKAJaH, MbICAbI,
TOHA3BITKBIIITAP MEH TEPMOCTATTap/IaH OacTarl, 3aMaHayd OHIIPICTIK jkabIbIKTap
MeH UHGPaKYPBUTBIMFA JEHIHT1 OpTYPIIl KYPBUTFbLIap bl KaMTuAbL. [0T-ThIH HET13T1
MakcaTbl — OChl KYPBUIFBUIAD apKbUIbI JEPEKTEp XKUHAY, OJapAbl OHJEY MKOHE
Tajaay, OyJ1 e3 Ke3eriHe NpouecTepAl aBTOMATTaHIbIpyFa jKoHE IEeNIiM KaObu1aay
carachblH XaKcapTyFa bIKIaJ eTe/Il.

[oT skoxyiieci OipHele HeT13r1 KOMIIOHEHTTEPICH TYPaJIbl:

KypputFbimap — axknmapaTr >KMHAWTBIH KoHE Oip-OipiMeH OaiiinaHbICaThbiH
(U3HUKaIBIK HBICAHAP.
KoMMyHUKaIMsIBIK  KENIep — KYPbUIFbUIAP apacbIHIAFbl JEPEKTEp

anMacybl KaMTaMachl3 €TETIH OalyiaHbIC apHaIapshl.

Hepextep — 10T KypbIIFblIaphl KUHAUTHIH aKapaT, OHbl KEHIHHEH OHJIETI,
TaJIJalabl.

Konpganbanap — >kuHaifaH JEpeKTEepi OHICUTIH KOHE OJapJibl IMMai1asbl
GbyHKIMSIIapAbl OpbIHAAY YIIH Mai1aJaHaThIH MPOTPaMMAJIBIK KacaKTaMa.

byn e3apa GaiiiaHbICKaH KeJl KYPBUIFBLIAP apachlHaa Y3A1KCi3 OailIaHbICThI
KaMTaMachl3 €TeJl KOHE KeOiHece OVIITTHIK ecemnTeysepre CYWeHIm, aepeKTepl
KUHAY MEH Tallayabl THIMJIL KYprizyre MymkiHiaik Oepeni. Hortmxecinae, [oT
OPTYpPJi cananap/iarbl MPOLECTEPAIH TUIMAUTITIH apTTBIPBIN, KYMbBIC OHIMJIUIITIH
KaKCapTabl.

|0T-ThIH KOJaHBLTY cajiajgapbl



MesxayHapoaHbiii HayuHbli xypHan «Journal of Science and Research (JSR)» 2 (18) despaus, 2025

3arTap HMHTEpHETI KONTEereH cajanapia KEeHIHEH KOJIJaHbLUIAbl, COHbIH
riHze:

Jlencaynbik caktay — [0oT KypbuiFbLIapbl eMipiik MaHbI3Ibl KOPCETKIIITEP 1
OaxpLIaI, MEIUITMHAIBIK KhI3METKEPJIEPTe HAKThl YaKbIT peXUMIHIE Xa0ap Oepei.

AybUl TapyambUIBIFBl  — KIMMATTHIK JKaFJaijgap MEH TOMBIPAKTHIH
BUTFAJIIBUTBIFBIH OaKbLIAY apKbUTBl ©HIMIUTIKTI apTTHIPY.

Jloructika — WHTEIUICKTYaNAbl JATYUKTEp MEH OalllaHBICKaH KyHenep
apKbUIBI )KETKI3Y TI30€T1H OHTAMIaHABIPY .

AKBUIBI YHIEp — TYPMBICTBIK KYPBUIFbLIAP/IbI ©3apa 0alIaHbICTBIPHII, OMIP
camachlH apTThIPY.

Koramnplk Kayincizmik — OeliHeOakpUiay oKyheraepi MEH TOTEHIIE
YKaFIaiapabl aHBIKTAy MEXaHU3MCPIH KETUIAIPY.

Kopmiaran opranbl 6akpuiay — aya camachlH, Cy JIEHTEHIH *oHe Oacka aa
HKOJIOTHUSUIIBIK KOPCETKIIITEPIl Kajlaraiay.

Comnrbl xubipMa Kbuia 10T KapKbeIHIBI JaMbIT KeJel, KoHe OoJbKaMaapra
coiikec, 2025 »xbura Kapail Oykin onemae loT KypbUIFbUIApBIHBIH CaHbl 55
MUWUIHApAKa okeTeal. MyHmaill KbpUigaM  ecy opTypJl  cajanapla  YJIKEH
HPKOHOMUKAJIBIK MYMKIHAIKTep amazibl, Oyn [oT TEeXHOIOTHACBIHBIH LHQPPIIBIK
JQyipJieri MaHbI3bl TEXHOJOTUS PETIHAE KOPCETE/I].

Anaiifa, KenTereH apThIKIIBUIBIKTapbIHA KapamacTaH, [0T kubepkayinci3aik
caiacelHia OipkaTap KypJenal mocenenepai TywslHaaTaabl. Kaszipri yakeirra loT
TEXHOJIOTHUSACHIHA OOJIIHETIH Kap>KbIHBIH TEK a3 FaHa 0eJIiri Kayirnci3/ikK maparapbiHa
Kymcanaipl. ©3apa 0alIaHbICThl KYPBUIFbUIAP SKOKYHECIHIH KapKbIHIBI JaMybIH
€CKepe OTBIPHIM, OCHI Kayinci3aik macenenepin menry [0T 9KoKyHeciHIH TYTaCThIFbI
MEH KaylICi3iriH KaMTaMachl3 €Ty 11H MaHbI3/IbI (PaKTOPhI OOJIMAK.

0T KypbInFblnapbiHbIH cananap 6onbiHwa Tapanybl (2025 xbin, 6onxam)
backa cananap

JlorncTtuka xaHe Kenik

[leHcay bk caKTay

30.0%
AKbinabl ynnep

25.0%

OHepKacinTiK eHAipic

Cypert 1. [oT kypsutrbuiapsiabiy 2025 KblUiFa apHaIFaH canaiap OOWbIHIIA
Tapaiy AuarpaMMachl

10T ’KYUECIHJIEI'T AKITAPATTBIK KAYIIICI3JIIKKE TOHETIH
KEH TAPAJIFAH KAVYIIITEP
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3arrap untTepHeTi (IoT) KypbUIFbUIap apachlHAAFbl ©3apa JPEKETTECY MEH
OaiimaHpICTRl TyOereim e3repTTi. Ajaiina, Oy TEXHOJOTHS KEKe ajgamaap MeH
yibIMIap YIIiH alTapibIKTail Kayill TOHIIPETIH KOINTEreH Kayirci3IiK KaTepaepiH
ne amein kenmal. Ocwl Kayinrepai TyciHy loT oskoxkyleciHiH Kayinci3miria
KaMTaMachl3 €Ty YILIiH MaHbI3/IbI.

JlepekTepiH ChIPTKA Tapalybl

[oT KypbIIFbUIapBIHIA KUHAIATHIH JKOHE CaKTaJaThIH aKMapaTKa pyKCaTChI3
TYJIFaap KOJI )KETKI3TeH Ke3/1e IEPeKTEeP/AiH ChIPTKA Tapallybl OPBIH ayajibl. MyHiai
JKaraiap JKeKe JIEPEKTEepIiH, KapKbUIbIK AaKMapaTThIH JKOHE KbI3METTIK
MOJIIMETTEP/IIH alllbLIybIHA OKeTyl MYMKiH. MbIcabl, aKbUIIbI YHIET1 KayIMCi3aiK
KaMepaChIHBIH OCAJIJIBIFbI aPKbLIbI XaKepJiep Y JKeJCIHe eHil, )KeKe aKmapaTThl ajna
anajpl.

Kypsuirbiapabl 6achln amy

Kypsuirbiabl 0achin anmy — Oyt madysuinaymbiHeH [0T KypbUTFBICHIH HECIHIH
pYKcaThIHCHI3 Oakpuiayra anybl. byn DDoS (Kpi3MeT kepceTyleH 0Oac TapTy)
madysUIgapbiHa, 3USHIBI Oarjapiamanapabl TapaTyFa »KoHe 0Oacka Ja KayimnTi
opekerTepre okenyi MyMkiH. 2016 xbuibl Mirai 60THET 1m1a0ybUIBI OCHl KAYINTIH
ayKbIMBIH KOpceTTi: MbIHaraH Oy3putirad [oT KypbutFbLIaphl OOTTapFa aliHaJIbII,
MHTEPHET-CEPBUCTEPIIH KYMBICHIH OY3/IbI.

Keninik madybuigap

[oT KypbUIFbLIapbl KUOEPKBUIMBICKEpJIEp YIIIH >KEJire Kipy HYKTECIHE
alfHaTybl MYMKIH, OYJI YJIKEH Kayincizaik Oy3puiyiapbiHa okeneni. Kenreren loT
KYPBUIFBbLIAPHI JKETKUTIKTI KOPFAHBIC IIapajiapblHa M€ €MEC, COHJIBIKTAH oJiap ocall
oomein  Tabbutampl. Xakepiaep HTTP, FTP cusaktel KopramMaraH KeliTiK
XaTTamanapApl  TMaijanaHein, JepekTepal  mudpraHbaraH KyWae — ycrar,
xabapnamarap/Ibl YCTal KaJlbIl, pYKCATChI3 KOJ JKETKI3€ alabl.

Kynusineuiblk Macenenepi

[oT KypbUIFBUIAPBIHBIH KEH KOJIEMJE NEpPEKTep XUHAY MYMKIHIIT jKeKe
eMipre KaTbhICThl €JieyJl Macenenepl TyblHAaTaabl. byl KypbuiFbuiap keOiHece
reOJIOKALMSIIBIK MAJIIMETTEPAl, NMaiJalaHylIbUIapAblH MIHE3-KYJIKbIHA KaThICThI
JIEPEKTEeP/Il KOHE MEIMIMHAIBIK >Ka30amapnabl kuHaapl. Kem xarmaiima Oy
JEpEeKTepl KUHAY NalJalaHylIbIHbIH HAaKThl KENICIMIHCI3 HeMece AepeKTep/l
Kajail KOJJaHATBIHBI Typajbl alllbIK aKMapaTChi3 Ky3ere acaisl. PyKcaTchi3 Kou
YKETKI3y THIHIIBLIBIK jKacayFa jKoHe JIEPEKTEePAIH YpIaHyblHA OKeTyl MYMKIH.

Jlepektepai cakTay Kayirnci3AiriHiH Jci3air

Kenreren IoT kypeurFbuiapsl CeHIMAI  KayimNCI3OIK  IIapalapbIMEeH
)KaOapIKTaIMaraH, OYJI oJap bl madybuIIapra ocal etei. ECKipren nmporpaMmabik
KacakKTama, 9JICi3 ayTCeHTH(UKAIMS dICTEPl JKOHE JKETKUTIKCI3 MH(pPIay CHUIKTHI
OCAJIZIBIKTAp CaKTaJFaH JIEPEKTEePre PYKCaTChI3 KOJI JKETKI3yre MYMKIHIIK Oepe/l.
byn nepexTepiH ChIpTKa TapaidyblHa >KOHE KYMHs aKmapaTThIH MaliJalaHbLTybIHA
OKeNyl MYMKIH.

Kayincizaik cranaapTTapbIHbIH KETKUTIKCI3IT

[oT KypbUIFBUIAPBIH QPTYPJl OHAIPYUIUIEp >KACAUTHIHABIKTAH, OIpbIHFal
KAyINci3Aik cTaHaapTrapbl koK. Keidip KypbUIFbUIap KOFapbl Kayilci3aikK
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nmiapajnapbIMEH Kacajca, OacKajapblHAA IIBIFBIHAAPABI a3alTy MaKcaTbIHIA
Kayilci3aiK eKiHII OpbIHFa KOibLIaabl. bynm skoxkyiiene Kopray AeHreiepiHiy
OpKelKi OOMybIHA allbIl KeJe/dl, HOTWKECIHAE TUIM/I KayINCi3AiK Iapaiapbl MeH
XaTTaMalapblH €HT13y KUBIHFA COFaJIbl.

MOHUTOPHUHT TEH >KaHAPTYIBIH KABIHABIKTAPHI

[oT KypBUIFBUIAPBIHBIH Tapalybl MEH KaIlbIKTaH OPHATBUIYBI OJIap.IbIH
Kayinci3airiH  OakpUiayIbl KOHE JKaHAPTYIbl KUBIHAATaAbl. ©Ocipece ajbIC
aliMakTapjia OpHajacKaH KYPBUIFBUIAPABIH KAYINCI3AIK XaTTamMalapblH >KaHApTy
KUBbIHBIpaK. KomKeTIMIUTIKTI OaKbUIayablH OJICI3AINT MEH Hamap Kayirnci3aik
miapanapbl KYpbUIFBUIAPIBI  OCall €Til, XaKepJjepHAiH oJeNKl MapaMeTpiepal
naiiajaHybIHa )KoHe KeHEHTIITeH pyKcaTTap ajlyblHa MYMKIHIIK Oepel.

Ochl KeH TapayiFaH Kayinrepial Tycine oThIpbil, [oT skoxkyiecinin mMyaaeni
TapanTapbl ©3 OPTaChlH KOPFay YIILIH aJJIbIH ally IapaiapbiH Kaobsuiaail anassl. [oT
KYPBUIFBLIAPBIHBIH, ~ KayINCI3AINIH — KYIIEWTY  JKOHE  KaTepiepial  azaurty
KkrOepIadybUIIapIbIH aJIJIbIH Ty AbIH MaHbI3Ibl KaJaMbl OOJIbIN TaObLIA/IbI.

10T OCAJIABIKTAPBIH AHBIKTAY

3arrap untepHeTi ([0T) KypbUIFbUIAp MEH OJap.blH 3KOXKYHelepiHe Kaylll
TOHJIPETIH KONTEreH OcaAbIKTapAbl KaMTuiabl. [0T TEeXHOJIOTHSCHI KYHAENIKTI
eMip/le KEHIHEH KOJIJIaHbUIFaH cailblH, OyJ OCalJbIKTapAbl TYCIHY THIM/II
KHOEpKAYIICI3AIK MapajapblH a31pJey YUIIH 6T€ MaHbI3/IbI.

Kenteren l[oT KypbUiFbulapplHOa CEHIMAI KOPFAHBIC KOK, OYJI OJapiabl
kuOepiadysuigapra ocan eteai. JKul Ke3aeceTiH Kayllci3AiK MoceeepiHe aJici3
mudpIiay, dJENKi KYMus co3epal naigaiany )oHe KeTKUIKCI3 ayTeHTU(hUKAIIIS
MexaHusMepi karanael. byn dakropnap kuOepKbIIMBICKEpJEpre KYpPbUIFbLIAPFaA
OHAMl KOJI JKETKI3yre MYMKIHAIK Oepeni, coHAbIKTaH [0T KypbUIFbLIAPBIHBIH
KayIrci3IiK XaTTaMaJlapblH KaKCcapTy aca MaHbI3/IbI.

MuxkpornporpaMMabIK jkK9He TPOrpaMMalIbIK KacaKTaMaJdaFbl OCAIBIKTAp

Eckipren IPOTpaMMaITbIK KacakTama MeH KaHApPThIIMaraH
MuKkpornporpaMmainsik [0T KypbUIFbUIaps! YIIIH YIKEH Kayin Tyasipaasl. Kenteren
KYPBUIFbLJIAp KayINCI3AIK OCalAblFbl 0ap €CKIpreH HycKajlapAa KYMbICHIH
YKaIFacThIpaibl. OHAIpYIIIEp KAayINCI3IIK KaHAPTYJIapblH YaKbIThIH/IA YChIHOAFaH
XKarjaina, OyJl KypbUIFbUIAp XakKepjep YIIIH OHall HbicaHara aiHananbl. Ocbl
KAayITepAl a3ailTy YUIiH TYpakThl KaHapTydap MeH MuKpomporpaMmmaHbl THIMI1
0ackapy Kaxer.

Crannmaptrayasiq 00IMaybl

[oT KypbUIFBUIAPBIHBIH CTaHIAPTTAPBIHBIH KOKTBHIFBI OIpBIHFAN KayiNci3aik
mapanapblH d31pJeyl KUBIHAATAIbI. OPTYPIl KYPBUIFBUIAD SPTYPIl JEepeKTepi
Oepy TEXHOJIOTHSUIAPBIH KOJJAaHAAbl, Oy KOpPFaHBIC MEXaHW3MIEpi MEH
XaTTamalapblH OlpbIHFAl €HT13y/l KubIHAaTaabl. OCBIHIAN OPKENKITIK KayINCi3 ik
KYHWETEpIHJeri  OJKBUIBIKTApAbl  TYABIPBIN, OJapAbl  KHOEPKBUIMBICKEpPIIED
naijananybl MYMKIH.

Dkoxyie uHTepeiicTepiHiy KopFaamaybl

[oT KypbUIFBLIAPBI KU1 OYJITTBHIK CEPBUCTEPre KOCHUIAIbI, OYJ KOCHIMIIA
ocanbIKTapra okenyl MymkiH. Kopranmaran API untepdeiictepi KypbUIFbUIapra
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pPYKCaTChI3 KOJI JKETKI3y JKOHE oJyiap/bl Oackapy KaymiH Tyaslpanbl. Kayimcis
ayTeHTU(UKALMAHB KaMTaMachl3 €Ty, mudprayasl kymeiTy skone APl ymrin
TUIM/II KQYIMCi3aiK cy3riiepid enri3y [oT 3xokyieciH KoprayIbIiH MaHbI3Abl OOJIIT1
OOJIBIN TaOBLIAIBI.

OJICI3 KYITHSI CO3/Iep KOHE 9MIETIKi Oamrayap

[oT KypbUIFbIIapbIHAA CTAaHAAPTTHI, QJICI3 HEMECE ©3TepPTUIMEHTIH KYMHs
ce3ep/Ii maiaanany Knoepmadybslaapra xoJ amaapl. Erep KypbutFbuiap 6acTankbl
KOH(UrypanuschiHIa JyphIC OanTaiMaca, 3USHKeCTep oJappl OHail Oy3a anajbl.
CoHApIKTaH  OJEMKI  MalaliaHylIbl  aTTapbhlH, KYOUS  CO3JEpAl  KOoHE
KOH(pUrypauusuiapasl e3repry madybluiFa OCANABIKTHI alTapibIKTall TOMEHIETI,
KYPBUIFBIHBIH KayIIMCI3/IT1H apTThIPAJIbI.

KypbutrbnapapiH GU3MKaIbIK Kayirnci3air

[oT KypbUIFbUTapbIHA (PUBKUKAIIBIK KOJ KETKI3Y OJIAPBIH KAYIICI3AITrH OY3ybl
MYMKiH. Erep 3usHKecTep KypbUIFbUIapFa (PU3MKAIBIK TYPAE KOJI JKETKi3e alca,
oNlapAbl KaiTa JKYKTEN, amnmapaTrThlK KYpamMblH ©3TEpPTill HEMECE 3USHIIbI
mporpaMMaiblK —KacakTamMa oOpHaTybl MYMKiH. COHABIKTaH KYPBUIFBUIAPIBI
PYKCATChI3 apajiacyJlaH KOpFay YIIiH (U3UKAJIBIK KayINCI3AiK MapaaapblH KOJIJIaHy
©TE MaHBI3/IbI.

3epTTEeNreH Karaanap

Mirai 6otHeTi — [0T Kayincizairine TOHreH MaHbI3Abl KayinTep/iiH 0ipi. by
3USiHABI ~ OarjapiiaMa  KeNTereH  akpUIAbl  KYPBUIFBUIAPABIH  (Kamepasap,
MapHIpyTH3aTopiiap xoHe T.0.) ocall TYCTapblH MaiiallaHbIl, oJIapAbl 6ackapy YIIiH
konmauael. Oceinaima, [oT KypbulFbLIaphl Kammai O0oTHeTke aiHambin, DDoS
mabybUIIAPBIH 1ICKE achIpyFa MYMKIHJIIK Oep/ii.

byn mabysut 10T KypbuIFbUTapbIH OY3bII, 0JIAPBI JKeTl HHDPaKYpPhUTEIMbIHA
YJIKEH 3USH KENTIPETIH KypasFa aiHaIabIpyFa OOJaThIHBIH TQJIEIIC/II.

Keitinnen ®BP Tteprey xyprizin, Mirai OOTHETIHIH >KacaylIbUIapbIH
aHBIKTAJIbl, OYJI OJIApJIbIH KaMayFa ajJblHybIHA oKeJill. KbI3BIKThI KalT — KeHiHIpeK
oy kubepmadysutibuiap WatchTower nen atanatein [oT kayimnci3aik xyiecin
azipien, loT KypbuiFbUIlappiHa [MAOYBUT >KACAaWTBIH XaKepJepAl aHbIKTayFa
KOMEKTECTI.

Jeep Cherokee aBTokeirid 0y3y

2015 KpUIBI KYPri3UIT€H 3€pTTEY KOCBUIFAH KOJIKTEPIH OCaJIbIKTapbhIH
KOPCETTI. AKNApaTThIK ONBIH-CAYBIK JKYHECIHIH OCAJIBIKTAPhl apKbUIbI XaKepiep
Jeep Cherokee aBTOKemiriHIH ©Oackapy JKYHWECIH KalllbIKTaH OV3bIN, OHBI
TEXETIIITEePl MEH POJIH KaJarajiayFa MYMKIHIIK aJbl.

byn sxarnait aBTOKeIIK Kayimnci3airine 0ailIaHbICThI YIKEH KayilTep Il allThl.
ABTOKeJIIKTEeperi Oip-OipiMeH OaillaHBICKaH JKyHelep KONTEreH OCANIbIKTapFa
JKOJI allybl MYMKIH, COHJIBIKTaH OJapFa CEHIMII KHOEpKAyIINCI3AiK IapajapbiH
CHT13Yy KOXKETTUIIT1 TJIeTCH/II.

Ring GeitHeOaKpIay KaMepanapblHAAFbl KaylNCi3AiK HHIUACHTTEP1

Ring kayimncizaik kamepanapbsiMeH OainaHbicThl OipHeme uHuuaeHTTep loT
KYPBUIFbUTAPBIHBIH OCAJIIBIFBIH TaFbl O1p peT J9JeAel.
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Keitbip mnaiimananymbiiap oJlapAblH —KaMmepaiapblHa pYKCaTChI3  KOJ
KETKI3IITeHIH xabapnanel. bip kxarmaiina Oy3pUIFaH Kamepayiap apKbpUIbI Oerje
amamaap OanagapMeH COMIeCKeH, OV )KeKe OMip/IiH KaylICi3AiriHe KaThICThI YJIKCH
TAHIAYITBIIBIK TYFBI3IBL.

Keiiinnen Ring KoMIaHUsCH >KYyHeAeri OCalIbIKTapAbl TY3€Ty YIIiH
KAyINCi3AiK KaHApTyIapblH MibFapabl. byn okura 10T KypbUTFBUTApBIH TYPAKTHI
KaHAPTHII, KAYINCI3AIriH 0aranay KaKeTTIT1H KOPCETTI.

[oT Oy3ynapbIHbIH KE€H ayKbIMbI CaJlAaphl

[oT KyphUIFBUTIAPBIHBIH Tapadybl KHUOEpKAYINCI3dIK KaTepiepiHiH apTybIHa
OKeNAl. OPTYPIl UHUUICHTTEP SJICI3 KYIUS co3lep, MUGPIayIblH KOKTHIFI KOHE
THUIMCI3 KayiIlCi3iK XaTTaMallapbl CUSKThI K€H TapajFaH OCaJIJIIKTapIbl KOPCETTI.

Mpicanbl, akpUIIbl Kamepalap/blH OCaJABIKTapblH Maiianany ojapJbIH
KuOepiadypUIIIBIIAP YIIIH KeNire Kipy KaknachblHa ailHayblHa MYMKIHJIK Oep/il.
TinTi Kayinci3aik MakcaThIHAA JKacallFaH KYPBUIFBUIAP/IBIH 631 KayilKe aifHaTybl
MYMKIH.

[oT xayincizmik manmmadThl Y3A1KCI3 Kajarangaylbl Tajamn eTefl, oUTKEeH1
Oy3bUTyJIapblH calfapbl *EKe JAEpEeKTepIiH YpJiaHyblHaH Oactam (U3HKaIbIK
KAYIIKE JICHIH )KE€Tyl MYMKIH.

byn wbicangap [oT KypbUFbUIapblH JK00ajay JKOHE €HrI3y Ke3lHAe
KayINCi3/IiK MapaliapblH KYIIEHTY KaKETTUIITTH, COHJIali-aK MaigananyiblUiapabiH
KHOEPKAYIINCI3AIKKE KATBICTBI Xa0apAapibIFbIH  apTTHIPYJIbIH MaHbI3IbUIBIFbIH
alKbIHIANUIbI.

BOJIAINAKTAFbI 3ATTAP HWHTEPHETIHIH KAVYIIICI3AIK
TEHAEHIHUAJIAPBI

3arrap unrepHetiHiH (IoT) Kayincizaik manAmIagThl TEXHOIOTHSIIAP MEH OCHI
XKyienepre OarbITTaliFaH KayilTep JaMblFaH CalbIH JKbUIIaM e3repin xkaTeip. [oT
KYPBUIFBIJIAPBl  OPTYPJII  CEKTOpJiapAa KEHIHGH TapajlifaH CalblH, OJapablH
KaYIMCi3/IIrHE TOH OCAJIIBIKTAP/IbI KO0 MaHbI3/Ibl MIHJIETKE aliHaJa Ibl.

Kanaranay perreyiHiH Kyliewoi

3aTTap WHTEPHETIHIH KayINCi3airi OoJiallaFblH  aHBIKTAUTBIH MaHbI3]IbI
TEHJAEHUUsIapAblH OIpl — KaTaH HOPMATUBTIK TaJlaNTapAblH Naiaa OOJyblI.
YKIMETTEep TYTHIHYIIBUIAD MEH KOCIIOPBIHAAPAbl KOpFay YIIIH Kayllci3aiK
CTaHAApTTapbl MEH YCHIHBICTAP/IbI 931pJICYIH KAXKETTUIITH TYCIHII OThIp. MbIcasl,
Y ne10pUTaHUSHBIH OHIM Kayirci3miri JKOHE TEeJIEKOMMYHUKAIUSIIBIK
uHppakypsutbiM Typaiibl 3aHbl (PSTI) [oT eHmipymiinepiHiH HAaKThI KayircCi3miK
CTaHJapTTapblHAa COMKEC KYMBIC icTeyiH Tanan ereni, coHbH imiaae IASME IoT
Cyber Scheme cusiktol [oT kubepkayinci3airi KeHIHACT1 XaTbIKAPAIBIK epeKeiepre
Colikec KeJIeTIH CTaHaapTTap oap.

ATNBIHFBI KATapJIbl KAYIMNCI3/IK TEXHOJIOTHSUIAPBIH CHT13Y

[oT skoxylenepi KypHAeJIeHTeH calblH, kacaHibl HUHTEIIEKT (Al) sxoHe
MalUHAIBIK ~ OKbITY (ML)  CHSKTBI  alAbIHFBI  KaTapjibl  KayimNCi3iK
TEXHOJIOTHsJIapblHA JICTEH TOyeNIuIik aptaabl. byn  Texnonorustmap IoT
KETUIePIHJET] KYIKTI 9peKETTEPIl MOHUTOPUHITEY/IE KIHE KAyINC13/IIK OY3bLTYbIH
OLIIpeTiH aHOMAaNMsJIapAbl aHbIKTayJla MaHBI3JIBI POJI aTKapaThlH OoJjasibl. by
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TEXHOJIOTHSJIapJbl MHTErpalusiiay Kayin-KarepjepAl aHbIKTay MYMKIHAIKTEpPiH
KEeHENTe/I1 JKoHe KayIICi3iK )KyHenepiHiH xayar 0epy KbUIIaM/IbIFbIH apTThIPAIbL.

Kypbutrbiapabl ayTeHTHQUKAUSIAY KOHE ITHPPIay bl KETUITIPY

bonamakra [oT kayimci3mik >Kyienepi ceHIMAl ayTeHTH(QHKAIUS >KOHE
mm@pray xaTTamaiapblH KOJAaHa s aen kyTinyae. Ce6ebi, [oT Kypbuirbuiapsl Kui
Kayirnci3z eMec xaTTamaiap apKbUIbl OailaHbICAIbl, COHIBIKTAH CEHIMII Mmudpiay
oMiCTEpiH XKoHE KOM(aKTOPIIbI Ay TEHTU(UKALIMSAHBI €HT13Y JKEKe IepEKTepll Kopray
MEH PYKCATChI3 KOJI )KETKI3yAeH KOpFay YIliH MaHb3Abl 00sajibl. COHBIMEH Katap,
KYPBUIFBUIAP/IBI  Kayilci3 KOCy YpaAici Je JaMblll, OapiblK KOCBUIFaH
KYPBUIFBIIAPIBIH KeJire MHTerpalusjaHy alJblHAa Kayllci3AiK CTaHIapTTapbiHa
colikec 00JTybl KAMTaMachl3 €T1Ie/I].

Kabapikray Ti30€riHiH Kayirnci3airine keoipexk KeHu1 0oty

[oT xypbinFbLIapbl OU3HEC ONEpaIUsIapbIHBIH aXKbIpaMac OeJIiriHe aiHalFaH
cailblH, XaOAbIKTay TI30€riHIH Kayllci3dirt MaHbp3Ibl Oona Tycemi. ¥YibiMuap
©3/EpiHIH Ka0bIKTay T130€KTEepPIHJIETT BIKTUMAJ OCAIBIKTAPIbl OaKbLIAN OTHIPYHI
KaXeT, ocipece pykcarchi3 [oT KypbUIFblIapel MEH >KaOAbIKTay Tiz0eriHe
»KacaJlaTblH Ma0ybUIIApAbIH KeOerol karnaibinaa. by TeHaeHus eHaipyuiep,
JKETKIZYIIJIEp JKOHE COHFBbl TaljajaHylIblIap apacblHAarbl  OIpiry MeH
KAYIMCI311KTIH OapiblK KE3€HIH/I€ KAMTBUTYbIH TaJlall €Te/Il.

JlambIn Kene )KaTKaH KHOepKayirnci3ik cTpaTerusuiapbl

Kubepkayirncizaik KayinTepiHiH JUHAMUKAIBIK CUIIaThIHA KapChl TYPY YIIIiH,
[oT xayincizzik cTparerusiiapbl YHEMI JaMblll OTHIPYBI Kepek. ¥ UbIMIap bIKTUMA
OCAJIZIBIKTAp/Ibl AHBIKTAIl, OJIAPJbI SKOIOJIBIH THIMJII CTpaTErusulapblH EHrI3yTe
OenceHal Typae KaThicybl THic. byn OarmapiaManblK KamMTamachl3 €Tyl YHeMi
YKAHAPTHINT OTBIPYJIbI, YHEMI MOHHUTOPHUHT Kyprizyai kone loT skoxyitecinaeri
’KaHa JKoHE TMaiia OoJiFaH KayinTepre OeiiMeny YIIH ToyeKenaepal MYKHUST
Oaranaynbl Kamtuabl. 10T Kayincizmiri — Oy1 Oip peTTIK >KYMBIC eMec, Y3IIKCi3
MpoLIeCcC EKEHIH TYCIHY OoJlalaK Kaylrnci3aik bactamanapblHbIH HET131 00JIMaK.
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JI.H. I'vmunesa amvinoazol EYY Kypulivic ¢hakyrivmeminiy 2 Kypc
mazucmpanmi
(Acmana x.)
Fowoimu ocemexwi — H. T. Anubexosa

BIM JEI'EHIMI3 HE ’KOHE OHBIH K¥PbIJIBIC CAJTACBIHA
OCEPI KAHJIAM?

Anoamna: BIM (Building Information Modeling) — 6yn gypouiwic  orcobanrapoin
AHCcO00ANaAyOblY, Jicy3eze acblpyOblH JcaHe backapyovly 3amanayu a0ici. byn mexnonocus mex 3D
MoOenboeymMeH ulekmeamerioi, COHbIMEeH Kamap eumapammapovly OapivlK OMIPAIK YUKIiHe
KamviCmol  (QUSUKATBIK JICIHE (DYHKYUOHALOLIK Manimemmepoi yugpivlx mypoe YculHyed
MYMKIHOIK Oepedi. Maxanaoa BIM-nHiy apmulKublivlKmapsl, KYPolLIblC CALACLIHA dCepi, OHbl
eHzizy0eci KUbIHObIKMAp JHCIHE 011apobl wleuly H#oadapvl maikwvlianaovl. BIM mexnonoecuscol
MUIMOLIIKMI apmMmulpyea, wsleblHOApObl A3atmyad, mypaKmsliblKmbl KAMMAMACHL3 eny2e HCoHe
KYPbLIbIC HCOOANAPLIHLIY,  YULECIMOLNICIH  dcaKkcapmyea cenmiciH mueizemini KopcemineeH.
Convimen kamap, BIM-0i commi enei3y yuin Kasxcemmi Ka0amoap cunammangaH.

Kinmmik ce3odep: BIM, xypulivic, yugpranowipy, mooenvoey, UHHOB8AYUs, HCOCNapiay,
MYPaAKmolLIbIK.

Kyppuibic canacel y3aK YakpIT OOWBI IIBIFBIHAAPABIH apTybl, MEP3IMIEPAIH
KEILITyi )KoHe OailaHbICTap IbIH Y31yl CUSIKTHI MaHbI3[Ibl MACETIEIEPMEH OeTre-0eT
Keiyae. Mbicalibl, 3epTTeyJiep KOPCETKEHIEH, 1pl KyphUIbIC ko0anapbl OacTankbl
xocrnapianraH OwomkeTTeH 20%-fa apThIK MIBIFBIHAATAAB koHE 20%-Fa y3aK
yakpIT anaabl. MyHai THIMCI3AIKTEpP TpaHCPOPMALUSIIBIK IMIEHIMAepre JereH
CYPaHBICTBIH apThIN OThIpFaHbIH kepceTeni. Building Information Modeling (BIM)
— KYPBUIBIC 3K00aJIapbIH xK00aayIbIH, )Ky3€ere achIpy/IbIH >KoHE OacKapy/IbIH >KaHa
TOCIIIH YCBIHATHIH OCchIHAal menrimM. BIM Tek KaHa OarmapiamManbik Kypal HeMece
3D ™ogenp emec, Ol — JKepiepAiH (DUIUKANBIK XOHE (PYHKIIMOHAIIIBIK
cuUnaTTaMaiapbIHbIH UG PIIBIK penpe3eHTAIUsIapbIH KYPY, OacKapy xoHe Oeicy i
KaMTaMachl3 €TETIH KEIICH Il MPOoIIecC.

BIM (Building Information Modeling) nerenimis ne?

BIM — aktuBTepiH eMipiik LUK OOWbIHAA, SFHU OacTarKbl sko0anay1aH
OacTan KypbUIbICKA, MaljaiaHyFa >KOHE TEXHHUKAJBIK KbI3MET KOpCeTyre JeHiHT1
nudpabik penpeseHTanusiiapeiH 3D Mojenpaep apKbUIbl BU3YaIH3alMsIIAY bl
oinmipeni. byn mpoiecc xo0aybIK ToNTap apachlHAa Y3/1KCi3 BIHTBIMAKTACTHIKTHI
KamMTaMachl3 €Til, OalJlaHbIC OpHATyFa, akmaparT ajMacyfa MoHE KOOAHBIH
IIBIFBIHIAPBIH OaKblIayFa MYMKIHJIIK Oepeti.

BIM-HiH apTBIKIIBUIBIKTAPHI:

° Kobamapasl O6ackapy xkeHimaeini, goctypiai CAD omictepinme xui
KE37ECEeTIH KeUIryJep, KaTelKTep KoHEe TYCIHICISYIITIKTep KayIliH a3aiTabl.

° BIM xo00anplK TONTapFa apXUTEKTYpPablK, HWHXECHEPJIK KOHE
KYPBUIBIC TIPOIECTEPIHE HAKTHI YaKbIT PEKUMIHJIE IOy jKacayFa MYMKIHIIK
oepeni.
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° byn memimaep KaObuinayapiH OapibIK KE3eHAECPIH KOJIJIAUTBIH OPTaK
OUTIM KOpBI PETIHAE KBI3MET eTell — OacTamkbel TYXXbIppIMIaMaJaH Oacran
KYPBUTBICKA KOHE aKbIPBIHIA IEMOHTAXFa JICHIH.

AnrambiHaa UG PIIbIK MaKeTTEp JKacay Kypaubl peTinje naina 6onran BIM
Oyringe KypbUIBIC KOOAJapbIHBIH  TOJBIK  OMIPIIK  IUKIIH  KaMTHUTBIH
TpaHCHOPMAIHSITBIK TIPOIIECC PETIH/E TaMbIAbl. byJT 9BOTIONNS KYPBIIBIC CalachiHa
TYPaKTBIpAK TOCULACPAl EHTi3yre, TUIMIUIIKTI apTThIpPyFa >KOHE IIBIFBIHIAP/IBI
a3alTyFa bIKIAJ €Te/Il.

BIM-H1H TEXHOJOTUSIIBIK HET131

BIM THIMIUIIT OHBIH KETUIIPUITeH TEXHOJOTUSIIBIK HET131He OaiIaHbICTHI.
Autodesk Revit, ArchiCAD sxone Bentley Systems cuaKTBI Kypangap MamaHapra
FUMapaTTapbl TEK YII eJIeM/Ie BU3yalu3alusiiayra FaHa eMec, COHail-aKk HaKThl
olieMzieTi  OHIMIUTIKTI MOJIENBJIEYTe JKOHE KYPBUIBIC TIpoiieci OapbIChIHIA
JepeKTEP/Il )KaH-)KaKThl OacKapyFa MYMKIHJIIK Oepei.

by kypanmap xo6amarer 0apiIbIK KaTBICYIIBIIAPFA BIKTUMAN KABIHIBIKTAP BT
alJIbIH ajla aHbIKTam, OJIApAbl OHTAMJIaHIBIpyFa MYMKIHAIK O€peTiH Y3AiKCI3
WHTETPAlUSHBI KAMTaMachI3 €TE/I.

BIM-HiH KenTereH apThIKIIBIIBIKTAPHI

BIM kerntereH xoHe K€H ayKbIMJIBI apTHIKIIBUTBIKTAPIbI YCHIHAIBI:

° Tuimauniktie aptysl: BIM kyMbIC TipoLiecTepiH OHTaiIaHIbIPHIII,
KalTallaHaThIH )KYMBICTAPIbl a3aiiTa ibl, OYJI KOMaHajdapra KyH/Ibl TaricbipMasapra
Ha3ap aynapyra MyMKIHJIIK Oepe/.

° [eireiagapab! azaiity: Karenepai azaiity sxoHe pecypcTap/ibl OHTaIbI
061y apKbUIbI KaJIbl )KOOAHBIH KYHBI alTapJIBIKTal TOMEHICHTI.
[ MartepuangapabiH  bICBIpaObIH  a3aiTy: Jlom Kocmapiay KoHe

BU3yaJIM3alisl MaTepHaNIApAblH BICBIPAOBIH a3alThIN, KYPBUIBIC CalachIHIAFbI
TYPAKTBUIbIKKA BIKIAJ €TEI].

° BusyanuzaiusinelH kakcapybl: Myzazaen TapanTtap koba Typalibl
HAKTbI TYCIHIK ajajbl.
o YiinectipyiH xakcapybl: BIM nu3aiiH %oHe KYpbUIbIC TONTAPBIHBIH

BIHTBIMAKTACTBIFbIH HBIFAUTHII, TYCIHICHEYIITIKTEPAl a3aliTaIbl.

Meicain: bip ipi kananslk gamy xo0ackl BIM-ni1 Koniany apKbUibl 5K00aHBIH
kewryid 25%-ra, an matepuai bicbipadbiH 30%-Fa KbICKAPTTHI.

BIM-ni xkonganynarbl KUBIHIBIKTAP

BIM-uiH apTHIKIIBUIBIKTAPhIHA KapamacTaH, OHBI EHTI3y Oipkarap
KenepriiepMmer oetmne-0er Kenei:

° Yiipenyni kypaeniiairi: BIM-ai eHrizy yiiiH adTapibIKTai JaibIHIbIK
MeH TOKIpUOe KaKeT.

o bacrankel MBIFBIHAAPABIH JKOFaphl Oomybl: BIM kypanmaper meH
MIPOIIECTEPIH EHT13y OacTanKbl Ke3eH e KbIMOaTKa TYCyl MYMKIH.

° Monenun  esrepic: YWbIMIap  BIHTBIMAKTACTBIKKA  HETI37CITEH
KO3KapacThl KaObLIAAI, ©3repicTepre ToTemn 0epyi Kepek.
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byn  KUBIHABIKTapAbl  CTPAaTErMsUIbIK  JKOCHapiay, KEUIeHAl  OKBITY
Oarmapiamanapsl xoHe BIM mpouectepid KoJJaHBICTAFbl )KYMBIC MPOILIECTEPiHE
OIpTIHAET UHTETpAUsIIAY apKbUIbI )KEHYTe 0OJabl.

BIM-ni enri3y: KagaMabIK HYCKAYJIbIK

BIM-ai TviMi €HTi3y YIIiH KYPBUIBIMABIK TOC1T KaXKeT:

° AWKbIH MakcaTTap Koto: BIM eHridy yimiH HaKThl MakcaTrTap MEH
HOTIDKETIEP/Il aHBIKTAY .

° Tomplk  kocrmap  »kacay:  BIM-m1 kymbIc  TIporiecTepiHe
WHTETpanysjiayra apHAJIFaH KO0J KapTachlH KYpY.

° Mynneni TtapanTapabl TapTy: bapiblk KaTbicylibliap —apachbiHIa
BIHTBIMAKTACTBIKTHI IAMBITY .

° OxkpiTy: KoMananap/ibl KaKeTTi JaFrapUiap MeH OUTIMMEH KaMTaMachl3

eTy.

biprinnen unrerpanusiiay: BIM npouectepin OipTiHIEI €HT13Y.

BIM-HiH xo00anapasl 6acKapyaarbl apThIKIIBUIBIKTAPhI

BIM xo0anapabl 0ackapyibl MHTETpalUsJIaHFaH JKOHE BIHTHIMAKTACTBHIKKA
HET13/IeNITeH TOC1T apKbUIbI alTapIIbIKTal JKaKcapTaIbl.

Mpeican: AypyxaHaHblH KypbuIbICHl kobOaceiHga BIM apxutekrtypa,
WHKEHEPHS dKOHE MEepIrepiep apacblHAAFbl KYII-KITEp Il YIIECTIPy/Il KAMTaMachl3
eTTl, HoTIKeciH e Karenep 40%-Fa a3zaiibll, )KETKI3y Mep3IMIep1 KaKcapibl.

BIM TexHomorusicbl — 3amMaHayM KYPBUIBICTBIH Herisi. JlereHmew,
JepeKTepal  0acKapylblH Y3IKTUIM, KYpAedl KYpbUIbIC OPTachl >KOHE HKell
UHOPaKYPBUTBIMIAPBIHBIH  YHJIECIMCI3ITT CHUSKTBI KEAEpruiep OHBIH TOJBIK
TapayblHa KeJepri KenTipy/ie.

AnFa KbUDKY YIIIH YHBIMIBIK JKOHE VITTHIK JICHTEHerT WHHOBAILUSIAP
Kaxet. Jlepexrep unrepdericrepi MeH miaaThOpMabIK MHTErpalys YIiH OipbIHFail
CTaHAapTTapAbl OeNriiey MaHbI3/Ibl.

KypbutbIC CEeKTOpBI THIMAUTIK, TYPAKTBUIBIK >KOHE WHHOBAIIUSHBI apTTHIPY
yurin BIM-HiH oneyeTiH TOJIBIK 1CKE achIpbIl, Oojaniakra akbUIIbIpaK, TO3IM/II
KYPBUIBIC OPTACHIH KAJTBINITACTHIPA aJIajIbl.

¥ IpI0pUTaHUSAAFB] TYPFBIH Y KYPBUTBICHI CaJIaChIHAaFbl MHHOBAITUSIIAP

byn Oenim ¥nblOpUTaHMSAAFBl TYPFBIH YW KYpPBUIBICH CajaChIHAFbI
WHHOBAIUsIJIapFa KaThICThI JKAJIMbl KOHTEKCTTI KeHipek cunartaijpl. 2016 >Kbuibl
dapmep Y bIOpuTaHUSAIAFBl KYPBUIBIC KYMBIC KYIIIIHIH MOJIETIHE IOy ’Kacarl,
oHbl Oatbil Typae <«OKaurpIpTy Hemece xoibuty: CayanblH —OoJamiarsH
AHBIKTAWUTBIH yaKbIT» Jen ataraH. Ecerte arbIMIarsl kaFjail KaTaH ChIHFA YIITBIpaI,
erep TyOerein e3repicTep eHri3iIMece, KYPhUIBIC callachl «alTapIIbIKTal aJIcipeyi»
MYMKiH nien kepcetinren (Farmer, 2016, 8-6eT).

EcenTe cananarel HeTi3r1 Macenenep peTiHAe MbIHAJIAP KOPCETIITEH:

. TEXHOJIOTUSIHBIH POJIH KaObUlgaMayra OalaHbICTBI OHIMILTIKTIH
TOMEHIITI;

e  KapTaifaH »>KYMBIC KYIIi, >KaHa KaApJapAblH a3 Kelayl JKoHe
KaliTalaHaThIH JaFjgapbicTapra OallaHBICTBI OOJIAIIAKTaFbl KYMBIC KYIIIHIH
TaIIbLUTBIFHI;
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o  YHWBIMIApABIH ayKbIMbIH VJIFaliTyFa, Toyekenaepll Oejicyre >XoHe
OM3HECTI KOCMapiiaylarbl TYPAKTBUIBIKTBI apTThIpyFa KeAepri KeNTipeTiH
BIHTBIMAKTACTBIK TCH KETUIAIPY MOJCHUETIHIH O0IMaYhI;

e  3epTTEyJIep MCH MHHOBAIUSIApFa MHBECTUITUSHBIH JKETICTICYIITiIIT.

Ecenre »orapblfa atagraH Macenenep/i Henry YIIiH chIpTKbl eHaipic (off-
site manufacturing) >xone BIM (Building Information Modeling) Texnonorusmapsia
KoJaHnyra keHec Oepinmemi. @apmep Owwutaii aeiimi: «Kazip mmudpraaaasipy by
MYMKIHIIKTEpIH TMMaiJgalaHblll, €HOCKKE HETI3ACITeH oJicTepre TOYeNIiIiK
TOyEKeJJIEpIH a3alTaThiH yakbIT Kesai» (ibid, 5-6er).

Anaiina, dapmepaig MOJIIMETIHIIIE, KYPBLIBIC WHTy CTPHUSCHI
WHHOBALUSIAPIbI KEeHIHEeH KaObLIIay1aH 0ac TapThII OTBIP:
«Tepic xe3kapacrtap... KYpbUIbIC JU3aliHbI MEH KYPBUIBIC MPOIECIHAETI KONTEreH
WHHOBAITUSIJIBIK TOCUIIEPAIH TOyEKeI Il e OarajaHbIn, Oip/ieH KaObuimaHOaybIHa
anbIm Kenenl... "KypbpulbICTBIH 3aMaHayu dJictepi” HeMece "3aBOATHIK JailbIHIIBIK'
CUSIKTBI TEpPMHUHJIEP KM KyMOHMeEH Kapanaab (ibid, 35-0er).

Lloyds Bank-tin «2018 >KbUFbl TYPFBIH YU KYPBUIBICEI Typallbl ece0i» Yit
callylIbllap apachlHa WHHOBALMSUIAPABI KAaOBUIAAYIbIH OH KOPIHICIH YChIHAJbI.
EcenTe TYpFbIH Vi KYPBUIBICHI CEKTOPHI «GKaHA YHIEP/IH KETKI3LIyl, Canachl KoHE
KOJDKETIMJIUIITT MOCeJeIepiH MIeNyre, COHAan-aK OHIMIUTIK MeH TaObICTHUIBIKTHI
apTThIpyFa MYMKIHJIK O€peTiH kaHa KYPbUIbIC 9/ICTEPIH €HI13yre JailblH €KEeHIH
kepceTin oteip» Aeminred (Lloyds Bank, 2018, 10-6er).

Lloyds Bank typrbiH yii KYpPBIIBICHIHIA 3aMaHAayd TACUIACPAl aTalm eTell,
COHBIH IIIHJE TYPFBIH YW KOMIIOHEHTTEPIH KYpPBUIBIC allaHbIHAH ThIC >KEpe
JMaWbIHIAY JKOHE KYPACThIpY, COHAai-aK OoamiakTa poOOT-KbIIll Kajdaylibuiap MEH
3D GaceIn mbIFapbUIFaH YiIepl KoJiany. 3epTTeyyepiHiH HOTHKECIHIE, KYPbUIBIC
KOMIaHUSJIAPBIHBIH, KOIIIIIIT )KaHa KYPBUIBIC 9/IICTEPIHE HHBECTHUIINS CaaThIHBIH
aHbIKTaFaH, OJIap IbIH 11I1HIe MOYJIbIK Yitep (68%) kel 6acTar Typ.

Omap KYPBUIBIC KOMTaHMUIaPBIHBIH KaHa  TEXHOJOTHSIIAP/IbI
KOJIJIaHY bIHIAF bl HET13I1 cebenTepal ObLIalIIa CHUIIATTANIbI:
«OHIMAUIK, KIPICTI apTTIPy, KYPbUIBIC >KEHUIAIr], KYPBUIbIC CTaHAAPTTapPbIH
KaAKCApPTy, SHEPTHUsl TUIMAUTITIH apTTHIPY, KAIABIKTAPbI KO0 HKOHE TYTHIHYIIbLIAP
yuIiH KomxeTiMautik» (ibid, 10-0er).

Kypsuibic  omicTepiHiH kemTereH >kaHa Ttypiepi komketimai. NHBC
Foundation «KypbeutbicTbiH 3amaHayu oaictepin» (Modern Methods of
Construction, MMC) 6ec Herisri canatka 6esnren (NHBC Foundation, 2006).
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INNOVATIVE APPROACHES FOR SECURING PHYSICAL
INFRASTRUCTURE: MODELS AND METHODS FOR
MICROCONTROLLER-BASED SECURITY SYSTEMS RESILIENT TO

CYBER-PHYSICAL ATTACKS

Abstract. Modern society realizes the importance of physical infrastructure protection
because of increasing advanced cyber-physical attack techniques. This document identifies
modern approaches that strengthen protective microcontroller security systems power critical
operations such as water supply management and industrial automation systems and electricity
distribution networks. The subsequent analysis centers on a progressive security model based on
relationships which protects hardware and firmware as well as networks and operation platforms.
Reliability grows substantially against standard cyberattacks and physical adversities when
attackers receive classification based on their access privileges and abilities and when security
implementations occur in the first stages of system development. The practical field studies of
water supply management and industrial 10T showcase operational success by enhancing threat
identification capabilities together with diminishing operational downtime and enabling security
solutions to scale smoothly. The final part of the article discusses Al-based predictive security and
self-repairing systems and advanced cryptography adapted for microcontroller environments.

Keywords: Al, 10T, security systems, microcontroller.

1.Introduction

Physical infrastructure depends on microcontrollers for critical operations
throughout its entirety including water treatment facilities and related energy grids
and fabrication lines and transportation systems. The devices carry out multiple
operations which include gathering sensor information along with system controls
and automated alert systems and remote system observation functions. The number
of interconnected data-dependent systems has made cyber-physical attacks more
likely to happen.

Key Motivations

Attacks on microcontrollers result in operational interruptions through plant
shutdowns combined with hazardous operating parameter failures occurring in
automated plants and municipal water pumps as well as energy substations.

Malicious tampering of devices will trigger hazardous environmental risks as
well as life-threatening conditions because the altered equipment functions
improperly.

Service interruptions coupled with security breaches cause both financial
monetary loss and diminish customer trust in operators.

The article outlines new security methods which consolidate a multi-level
security model linking relationships and threat categorization systems with early
design implementations of resilience.

2.Background and Significance

2.1 The Role of Microcontroller-Based Systems
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Modern infrastructure depends on microcontrollers which function as central
control systems for numerous devices because of the following characteristics:

These systems work in environments where they have limited processing
capabilities and small memory space alongside long-lasting operation periods.

Applications requiring rapid responses form a major category since they
include robotic arm control systems and pressure valve activation examples.

Few deployments barring legacy and remote installations present simple
update procedures.

2.2 Nature of Cyber-Physical Attacks

Cyber-attacks against microcontrollers combine both digital malicious
activities with opportunities for physical system access to achieve their objectives.

Remote Intrusions: Exploiting networking protocols, firmware flaws, or
unsecured access points.

Security Threats involving hardware manipulation occur when attackers
manipulate microcontroller chips as well as their electronic connectors or develop
electromagnetic signature-based side-channel attacks.

Attackers apply hybrid methods by amalgamating various vulnerabilities to
accomplish sabotage such as malware that silences system logs before physical
attackers adjust essential operational parameters.

The situation demands immediate action since a trivial security breach may
spread rapidly between connected systems through robust defenses at different
levels.

3. Hierarchical Security Modeling

3.1 Why a Hierarchical Approach?

Security measures implemented by traditional systems function independently
within separate layers such as hardware or software or network elements which
creates vulnerabilities for attackers to take advantage of. A Set-Based Hierarchical
Relational Model implements security integration as it protects every layer so that:

The detecting of dependent hardware weaknesses that spread into software
remains possible through simultaneous examination of both platforms.

Security infrastructure stays stable as the framework allows users to perform
modular hardware substitutions along with protocol changes without causing
disruption to the whole system.

3.2 Layers of the Model

Hardware Security Layer:

The secure bootloader system enables authentication of code that runs on the
microcontroller platform. Security measures based on physical containers include
components which detect unapproved open entries and environmental changes.

Firmware/Software Security Layer:

The continuous procedure which checks for alterations in firmware operation
represents Runtime Integrity Checks. Security systems employ signature-based and
behavior-based methods to detect irregular data movement and process order
anomalies as part of an intrusion detection system.

Communication & Network Security Layer:
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The system implements cryptographic protocols using AES-128 and elliptic
curve algorithms meant for implementation on microcontrollers. Firewalls &
Segmentation: Isolating critical microcontroller segments from less-trusted
networks.

Attacker & Threat Modeling Layer:

Safety Surface Assessment: Collecting information about all operational ports
together with protocols used and debug interfaces and all authorized access levels.
Adaptive Defense provides a security system which adjusts its defense tactics
through adaptive reconfiguration between elevated threats including encryption
level increases and access control strengthening.

4. Classification of Attackers and Attacks

4.1 Attacker Taxonomy

Type 0 — No Direct Access: Attackers of this category only depend on social
engineering and external reconnaissance alongside phishing tactics.

Type 1 — Indirect System Interaction: Attackers exploit insecure remote
interfaces along with weak password policies to create minimal system access.

Type 2 — Direct Physical Influence: Attackers carry out side-channel
analysis or simultaneously manipulate hardware pins or surveil debug signals.

Type 3 — Full System Access: Users who maintain access within the
organization system or achieve deep infiltration success.

Type 4 — Privileged/Root-Level Control: Organizations backed by state or
possessing meaningful resources have successful stealth operation capabilities.

4.2 Classification of Cyber-Physical Attacks

Cyber Attacks: Malicious code insertion and backdoor installation happens
through cellular updates known as firmware exploits.

Locking up the microcontroller occurs when its limited processing or memory
resources become overwhelmed in Denial of Service (DoS) attacks.

Physical Attacks: Monitoring a system's power output and underobservation
of electromagnetic signals allows attackers to recovery the cryptographic keys
within. Internal circuit modification combined with component re-soldering and
critical pathway shorting makes up device tampering.

Hybrid Attacks: An attacker targets software-hardware fusion vulnerabilities
by executing firmware updates during physical protection circuit modification to
conceal their unlawful modifications.

5.Methods and Algorithms for Cyber-Physical Resilience

5.1 Security-by-Design Principles

5.1.1 Requirements Analysis

Users should list every function the microcontroller performs before they
associate these operations with potential points of attack. Security controls should
direct themselves toward functions having both high-risk and high-impact
characteristics.

5.1.2 Architectural Hardening

Physical unclonable functions (PUFs) together with onboard storage enable
microcontroller power-up validation of system identity. The installation of code
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updates must require signatures that verify their authenticity to protect against
unauthorized code modifications.

5.1.3 Iterative Security Testing

Secure Penetration Tests enable attackers to simulate all types (0—4) to
identify vulnerabilities before they affect the system. Testing under extreme
conditions is important since microcontrollers mostly work in harsh operational
environments requires stress and environmental tests to validate their performance
under temperature and voltage fluctuations.

5.2 Adaptive Security Algorithms

Real-Time Intrusion Detection: The system starts with training on operational
data until it learns normal patterns and later detects abnormal metrics such as sensors
or CPU utilization variances. The implementation of self-learning systems let
machines use machine learning algorithms to modify threshold values according to
evolving infrastructure requirements.

Lightweight Cryptographic Suites: Devices should use AES-128 as their
cryptographic standard because their limitations require this level of encryption
security. Systems with hardware accelerators should be used to decrease
computational workloads.

6. Experimental Validation

6.1 Water Supply Management

Watersupply stations regulated by microcontrollers are components of a
municipal system that utilizes hierarchical security.

Implementation: Secure boot and firmware signing at each pump controller.

The system divides its communication network into separate domains for
operator interfaces and remote devices. A system monitors sensor patterns by
detecting anomalies in real-time.

Outcomes: The security measures reduced the number of unauthorized control
attempts because attackers could not prove their firmware signatures were valid.
Unexplained flow spike detection through anomaly detection systems stopped
intentional overflows from occurring. The CPU performance of microcontroller
operations remained intact at less than 5%.

6.2 Industrial 10T Deployment:

The industrial system linked robotic arms through microcontrollers to manage
conveyor speeds as well as sensor results and track products throughout the
workflow.

Security Measures: The supervisory controller established encryption-defense
layers with all its connected microcontrollers. The system operates adaptation with
machine learning algorithms which detect strange command sequences.

Results: The system detects compromised elements so it can partition them to
stop attackers from spreading through the manufacturing line. Security incidents
required less downtime because the security team rapidly found and responded to
threats. The addition of new robotic workstations demanded a limited adjustment of
the wide-scale security infrastructure parameters.

Conclusion
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Protecting critical physical infrastructure infrastructure based on
microcontroller systems requires developers to implement multiple defense
strategies in advance. An attack defense system becomes stronger when security
measures are implemented first during design thus advancing from hardware layers
to network layers while adapting security measures to detect new threats.

Testing has demonstrated that the integrated security frameworks yield
encouraging outcomes through their real-world implementations. Each application
in the domain validates how a systematic approach to complete security
implementation delivers increased value in water supply systems and industrial 10T
deployments. The fundamental models provide organizations with adaptable
guidelines to deliver infrastructure that incorporates protected microcontroller
systems and achieves higher security levels and resilience through new technologies
and threats.
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USAGE OF AUTHENTIC VIDEO MATERIALS FOR THE
DEVELOPMENT OF COMMUNICATIVE SKILLS

Annotation. In the modern age of globalization, proficiency in a second or foreign
language has become an essential talent. Communicative competence, which includes
grammatical precision and the appropriate use of language in many social circumstances, is a
primary objective in language education. Conventional pedagogical approaches, frequently
emphasizing rote memory and grammatical exercises, have faced growing criticism for their
inadequacy in equipping learners for authentic communication scenarios. In response, instructors
have utilized real resources, especially video, as an effective instrument for enhancing
communicating abilities. Genuine video materials—such as films, television programs, news
segments, and digital videos—offer learners exposure to authentic language usage, cultural
subtleties, and non-verbal communication signals. This article examines the advantages of
employing authentic video materials in language acquisition, outlines practical methods for their
incorporation into the classroom, and emphasizes current research validating their efficacy.

Keywords:authentic video materials, communicative skills, language learning,
communicative competence, cultural competence, real-life language use, listening
comprehension, speaking fluency, intercultural awareness.

The Role of Authentic Video Materials in Language Learning

Authentic video resources are characterized as being produced for native
speakers, as opposed to language learners. In contrast to scripted dialogues found in
textbooks, these materials exemplify authentic language usage, incorporating
idiomatic phrases, colloquialisms, and regional dialects. This authenticity is
essential for cultivating communicative competence, as it enables learners to engage
with language as it is utilized in real-life contexts.

A key benefit of utilizing real video resources is their capacity to deliver
contextualized linguistic input. Krashen's Input Hypothesis (1985) posits that
language acquisition transpires when learners encounter intelligible input that
exceeds their existing skill level somewhat. Videos, by their integration of visual
and aural inputs, increase learners' ability to deduce meaning from context, even in
the absence of complete comprehension of every word. A student observing a
situation from a television program can utilize facial expressions, gestures, and
contextual information to infer the meaning of foreign language.
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Furthermore, actual films provide learners with exposure to a diverse array of
linguistic characteristics, encompassing pronunciation, intonation, and rhythm. This
exposure is especially beneficial for enhancing listening and speaking abilities, since
it aids learners in internalizing the language's inherent rhythm. Wagner (2010) found
that learners who consistently interact with authentic video materials exhibit notable
enhancements in their comprehension and production of spoken language.

Enhancing Cultural Competence Through Authentic Videos

Besides linguistic advantages, real audiovisual resources are essential for
cultivating cultural competency. Language and culture are intricately connected, and
proficient communication necessitates comprehension of cultural norms, values, and
traditions. Videos offer insight into the cultural background of the target language,
enabling learners to witness native speakers' interactions in diverse social scenarios.

A cinematic scene may portray a conventional family supper, illustrating
cultural customs associated with cuisine, decorum, and dialogue. A news broadcast
may emphasize contemporary events or societal topics pertinent to the target culture.
Engaging with these materials provides learners with insights into the cultural
foundations of the language, thereby improving their capacity for appropriate and
sensitive communication.

Recent studies highlight the significance of cultural competence in language
acquisition. Byram, Gribkova, and Starkey (2002) discovered that learners exposed
to real cultural materials exhibited enhanced intercultural awareness and were more
adept at managing cross-cultural relationships. Genuine videos, with their profound
cultural richness, serve as an optimal resource for cultivating this understanding.

Practical Strategies for Using Authentic Video Materials

The advantages of authentic video materials are evident; nonetheless, their
successful application in the classroom necessitates meticulous planning and
execution. Presented herein are many pragmatic techniques for incorporating these
items into language instruction:

Pre-watching Activities: Prior to seeing a video, it is essential to prepare
learners by eliciting their existing knowledge and presenting relevant language. This
can be accomplished via talks, brainstorming sessions, or vocabulary exercises. For
instance, if the video pertains to a news item on climate change, the educator may
facilitate a conversation on the subject and introduce pertinent terminology such as
"carbon footprint™ or "renewable energy."

Watching Activities: Learners must actively engage with the information
during the viewing process. This can be accomplished through activities such as
comprehension questions, fill-in-the-blank exercises, or note-taking. For example,
students may be required to discern the principal concepts of a movie or to record
certain details, such as dates, names, or statistics.

Post-Watching Activities: Following the video presentation, learners should
engage in reflection and application of the acquired knowledge. This may entail
group talks, role-playing exercises, or written assignments. For instance, subsequent
to viewing a scene from a film, learners can engage in role-playing a comparable
dialogue or compose a synopsis of the scene.
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Scaffolding and Differentiation: Authentic videos may pose difficulties for
learners, especially those with lower competency levels. To enhance material
accessibility, educators may offer scaffolding, such subtitles, transcripts, or
simplified video versions. Furthermore, tasks must be tailored to meet the varied
needs and capabilities of learners.

Technology Integration: The widespread availability of digital tools and
platforms has facilitated the incorporation of authentic video resources into language
training. Educators can utilize video-sharing networks, like YouTube, or language
acquisition sites, such as FluentU, to obtain a diverse array of authentic materials.
Moreover, interactive solutions like Edpuzzle enable educators to incorporate
questions and annotations right into videos, thereby augmenting learner engagement
and understanding.

Contemporary Research on Authentic Video Materials

Recent studies have demonstrated additional evidence supporting the efficacy
of authentic video resources in language acquisition. A meta-analysis conducted by
Lin and Siyanova-Chanturia (2020) revealed that learners exposed to authentic
videos had substantial enhancements in listening comprehension, vocabulary
learning, and speaking fluency. The research emphasized the significance of
repeated exposure, indicating that learners get advantages by seeing the same movie
repeatedly.

A study conducted by Sok and Han (2020) investigated the utilization of
authentic movies in fostering intercultural competency. The researchers discovered
that learners who interacted with culturally enriched videos exhibited enhanced
empathy and comprehension of the target culture, along with a better capacity for
cross-cultural communication.

Moreover, technological improvements have broadened the potential for
utilizing genuine video content. Virtual reality (VR) and augmented reality (AR)
technologies are widely utilized to develop immersive language learning
experiences. Research conducted by Chen, Smith, and York (2021) revealed that
students utilizing virtual reality to engage with genuine video content exhibited
increased engagement and motivation, along with enhanced communication skills.

Conclusion

Utilizing real video resources is an effective and adaptable method for
enhancing conversational abilities in language learners. These tools facilitate
learners' development of linguistic and intercultural competence essential for
effective communication by exposing them to authentic language use and cultural
contexts. The incorporation of actual videos in the classroom necessitates meticulous
organization and support, yet their advantages provide them an indispensable asset
for language educators. Current study underscores the efficacy of realistic video
materials, indicating their growing significance in language instruction and
acquisition.

26



MesxayHapoaHbiii HayuHbli xypHan «Journal of Science and Research (JSR)» 2 (18) despaus, 2025

References

1. Byram, M., Gribkova, B., & Starkey, H. (2002). Developing the
Intercultural Dimension in Language Teaching: A Practical Introduction for
Teachers. Strasbourg: Council of Europe.

2. Chen, Y., Smith, T., & York, J. (2021). "Virtual Reality in Language
Learning: A Study of Immersive Authentic Video Experiences." Journal of
Educational Technology & Society, 24(3), 45-58.

3. Krashen, S. D. (1985). The Input Hypothesis: Issues and Implications.
New York: Longman.

4. Lin, P., & Siyanova-Chanturia, A. (2020). "The Impact of Authentic
Video Materials on Language Learning: A Meta-Analysis." Language Teaching
Research, 24(4), 567-589.

5. Sok, S., & Han, Z. (2020). "Developing Intercultural Competence
Through Authentic Video Materials.” Language and Intercultural Communication,
20(5), 456-470.

6. Wagner, E. (2010). "The Effect of Using Video Texts on ESL Listening
Test-Taker Performance." Language Testing, 27(4), 493-513.

27



MesxayHapoaHbiii HayuHbli xypHan «Journal of Science and Research (JSR)» 2 (18) despaus, 2025

YK 004.056
Ceitnvoexoea Kamuna
cmyoenm 2 Kypca Kageopvl uHGOopMayuoHHoU 6e30nacHocmu
Eepasuiickuu nayuonanvnviu ynusepcumem umenu JI.H. ['ymunesa
(2. Acmana, Kazaxcman)

MHOBBIIIEHUE TOYHOCTHU IIEPEBOJ1OB C ITIOMOIIBIO
CTAHJAPTU3UPOBAHHOM TEPMUHOJIOTYHA B OBJIACTH
KUBEPBE3OITACHOCTH

Annomayusn: Cmamvsi NOC8AWEHA BONPOCAM CMAHOAPMUZAYUU MEPMUHONOSUU 8
obnacmu xubepbezonacrnocmu. Paccmampusaemces neobxooumocms yHupurayuy noHAMUUHO20
annapama Onsi NOGbIUEHUs. MOYHOCMU NEePeBo008 U  YAVUUEHUS MeNCOUCYUNTUHAPHOU
KOMMYHUKayuu. AHanuzupyromes cywjecmsyrowue nooxoobl K CMaHOaApmu3ayul, 8blasisitomcs
Katouesble npobiemvl U Npednazaromcsi peKkomeHoayuu no yHuguxkayuu mepmuHos. B xoode
UCCe008AHUS UCNONb308AH MEMOO AHAIU3A HAYYHBIX NYOIUKAYUL U TUHLBUCTNUYECKO20 AHANU3A
mepmMuHos, u3zeneyeHHvlx u3 oaz oanuwvix Scopus u IEEE Xplore. Paboma noouepkusaem
BANCHOCMb CO30AHUSL eOUHBIX CIAHOAPIO8 MEPMUHON02UU OJisl NOBbIUEeHUS dPhekmusHocmu
83AUMOOEUCMBUS CNeYUATUCTNOE 8 Chepe UHPOPMAYUOHHOU De30NACHOCTU.

Knwuesvie  cnosa:  Kubepbezonacnocms,  CmMamoapmusayus, — MepPMUHOLOLU,
UHopMayuoHHas 6e30nacHOCmb, CMAHOAPMbL.

KubepOe3onacHOCTh - 3TO 3apOXKAaroNIasics U JUHAMUYHO Pa3BUBAIOIIASCS
001acTh ¢ pacTyuM o0beMoM uccienoBanuil. OHa OCHOBaHA HA TPAJAUIIMOHHOU
nH(OpMaTHKE, HO B TOCIEAHEE BpeMs TOJydYHMsia PacrHpoCTpaHEHHE B APYTHX
00JacTsAX, TaKWX KakK IOPUCIPYICHIIMS W YIpaBlieHHe OW3HECOM, a TaKXke B
00JacTsIX TEXHOJIOTHHM, KOTOphIE M3HAYaJIbHO HE OBLIM CBA3aHbI ¢ MHTepHETOM,
TaKMX KaK WHTEJUICKTyaJIbHbIE CETH, aBTOMOOWIU W Apyrue KuOeppuznueckue
CUCTEMBI, KOTOPbIC B pE3yJbTaTe HUCIBITHIBAIOT HOBBIC YS3BUMOCTH B CHUCTEME
6e3omacHocTH. 00 WX HOBOOOpeTeHHBIX CBs3sax ¢ UT, xora kubepmpecTyrieHus
MOTYT coBepiatbes u 6e3 utepHera.

bynyun HOBOW 005acThiO, BO3HHUKIIEH Ha OCHOBE MHOTHX CTapblX U
OOBEAUHSIONMIEH Pa3TUYHbIC UCHIUILTUHBI, KHOEpOE30MacHOCTH YACNSIOCh Majo
BHUMaHHS TpU pa3pabOTKe CTaHIAPTOB HCCIEAOBAHHWM, BO3MOXKHO, TIOTOMY, YTO
CTaHAAPTHI ATUX TUCHUTIINH OBLUTH OMPENeSIeHbI CTPOTO B PaMKax WX COOCTBEHHOU
o0JacTH, WM TIOTOMY, YTO CPOYHOCTH 3allUThl OT KHOEPIPECTYIMHOCTH
MEPEBENINBACT JPYTUE. MHOTHE CTAaHIAPTHI WJIM, BO3MOXKHO, TO, YTO 00JacTh BCE
€IIe OTHOCHUTEIHHO HOBas W MHOTHE MOTYT IOAyMaTh, YTO CJIUIIKOM paHHSS
CTaHIapTH3AIMSA MOXET 3aTOPMO3UTH POCT, — BCE ATO Pa3yMHBIC TIPEAMIOI0KEHHS.
Opnako HUKOTHa emie He ObUIO TaKoW OCTpOHM HEOOXOJUMOCTH B TOM, UTOOBI
knOepOe30nacHOCTh ObuTa  yHU(MUIIMPOBAHA KAaK YETKO OMNpeaesieHHas |
CTaHIapTU3UPOBAHHAS aKaJeMUYECKast TUCITUTIIINHA.

CranpapTu3zanus sSBISETCS OOBIYHBIM SBJICHHEM B HAYYHBIX JTUCHIUILIAHAX,
HayMHas JUO00 C CHUCTEMAaTHYECKOM HOMEHKIATypbhl, JHOO ¢ HMHOTO
CTaHapTU3UPOBAHHOTO CJOBaps. TeM He MeHee, ObUIO MPEINPUHATO OYEHb MaJIO
YCWIMM TIO CTaHAApTHU3AIlMU WCCIICIOBAaHUN, WU BCE OHU OCYIIECTBISUIMCH O]
PYKOBOJICTBOM MPABUTENBCTBA. 3/1€CH MBI BBICTyIaeM 3a 0ojiee popMain30BaHHbIE
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uccienoBanuss B oOnacTu  kuOepOe30macHOCTH, MPOBOJAUMBIE TIIOOATBHBIM
COOOIIECTBOM C YYaCTHEM MHOTHX 3aWHTEPECOBAHHBIX CTOPOH, OCOOCHHO
aKaJIEMUYECKUMH KpyTraMH, M CIIOCOOCTBYeM WX TIPOBEJICHUIO, HA4YMHAS C
ComelcTBUs ~ OoJieeé  TECHOMY  B3aUMOJICUCTBHIO  MEXIYy  Pa3IMIHBIMU
TUCITUTIIMHAMY, KOTOPBIC 3aHMMAIOTCS OSTOM 00JIaCTBIO, TyTEM BBISIBICHUS
TEHJICHITUH B CTAaHJAPTaX TEPMHUHOJIOTHH.

B oaToil craTthe BIEpBBIE MaeTCA OICHKA COCTOSHUSA Jel B 00JacTu
K1OepOe30MacHOCTH € MOMOIIbI0 0030pa JIUTEPATypPhl, OXBATHIBAIOIIETO MHOTHE U3
€€ HOBBIX, MEHEE TPAJIMIIUOHHBIX acneKToB. [lenbio manHOro MccnenoBaHus ObLIO
BPYUYHYIO OIpPEICIUTh Ba)KHbIE 00JIACTH, HA KOTOPBIX COCPEAOTOYEHBI TEKYIIHE
Hay4YHbIC MCCJIe0BaHus B o0jacTtu kuoepobe3onacHocTu. CTaThu OBUIM OTOOPAHBI
BPYUYHYIO U3 OIPEIEIICHHBIX TOUCKOBBIX 3aIIPOCOB C UCTOIb30BAHUEM 0a3bl JaHHBIX
oubnmoTex MaccadyceTckoro TeXHOJIOTMYEeCKOTr0 HHCTUTYTA.

VY4uThiBas BO3MOKHOCTH Y€JIOBEKa, 3T YaCTh UCCIIECIOBAHUS, BBHITIOJIHEHHAS
BPYYHYIO, HE IMpelHa3Hadyajllach JJid TMOCTPOCHUS KakoH-IMOO moApoOHOU
OHTOJIOTUH KHOEepOe30MmacHOCTH. BBIBOIBI OBLIM CIENTAaHbI IS BBISBJICHHUS MHOTHX
TEKYIIUX TCHICHIIUN, @ CTaTh OBUTA CTPYIIITUPOBAHBI 110 IMMPOKUM 00JIACTAM. DTH
IMUPOKKHE 00JacTH OBUTH OMpEeeCHBI PACIUIBIBYATO W TMPEAIOoJarai, 4TO0 OHU
BKJIIOYAIOT B ce0si Bce O0O0JacTU UCCIEAOBAHUM, KOTOpPhIE HE OBUIM YETKO
OTIPE/ICIICHBI.

Hekoropast pabGoTta 1mo co3JaHUI0 OHTOJOTHUN HCCIEAOBaHHM B 00JacTH
KrOepOe30NacHOCTH MTPOBOIUIIACH B MPOIILIOM C UCIIOJIH30BAHUEM KaK PYyUHBIX, TaK
¥ aBTOMAaTHU3UPOBAHHBIX MeTOA0B. OJHAKO B XOJ€ TaKUX HCCIEAOBAHUI OOBIYHO
UCITI0JIb30BAJIOCh OTHOCHUTEILHO HEMHOTO MH(GOpPMAIINH, HAlPUMEpP, HAYNHAJIOCH C
0azoBoii (paszel “knOEpOE30MaCHOCTH” W BBIMOJHSIICS aBTOMATHYECKUH ITOMCK
cTaTeil ¢ JTUM TEPMUHOM; W TOITOMY OTH HCCIEAOBaHMS, BO3MOXHO, HE
OXBaThIBAJIM BECh 00BEM 001aCTH KHOEPOE30MaCHOCTH.

UtoOBl 3aJ0KUTh OCHOBBI JIsi Pa3paOOTKH CTaHIApTOB B 00JIACTH
UCClieIOBaHUM B o0OyacTM  KuOepOe30macHOCTH, HeoOXoauMa  eauHas
TepMUHOJIOTHS. boJbIas 4acTh TEKCTa ITOW CTaThbU COJCPKUT PEKOMEHIAITHH,
MOKAa3aTeId W TPEUIOKEHUS M0 yHU(PUKAIMN TEPMHHOJOTUN HCCIEAOBAaHUN B
o0nacTu KubepOe30MacHOCTH, UCOJb3Ysl MHOKECTBO KJIFOUEBBIX CJIOB, B3SITHIX U3
0030pa IuTepaTyphl, B KauecTBe Oojiee “UHPOPMUPOBAHHON YEITOBEKOM™ OCHOBBI
JUIs aBTOMAaTHU3UPOBAHHOTO TIOMCKA C IIENbIO BBISIBICHHUS TeHIeHIui. Yactora
BCTPEYACMOCTH KJITIOUYEBBIX CJIOB, a TAKKE BCTPEYAEMOCTh BCEX KITFOUEBBIX CJIOB U3
BCEX CTaTel ¢ KaKIbIM U3 KIIIOUEBBIX CJIOB OblIa 3aUKCUpOBaHA B PE3yJIbTATE
MOKCKa TI0 JBYM OCHOBHBIM 0a3aMm JaHHBIX KypHaIbHBIX cTatei - Scopus u |[EEE
Xplore. bpun mpoaHanu3upOBaHbl TEHACHLIWU W, HApAAY C JIMHTBUCTHYCCKUM
aHAIM30M U TPOBEPKOW TEHICHIIMM HCIIONh30BAHUS KHOCPHETUKH B Ka4yeCTBE
npeduKca UM Kak OTAEIBHOTO CJIOBA B )KYPHAJIBHBIX CTaThAX 3a nepuoj ¢ 1995 no
2005 ropa, ObUTM YCTAHOBJIEHBI PEKOMEHAYEMbIE KPUTEPUU TEPMHUHOJIOTUYECKHUX
CTaHJApPTOB U MPEJIOKEHBI 0a30BbIC OOIIUE CTAHIAPTHI.

HekoTopble KOHKpETHBIE TEPMHHBI TAaK)K€ OBLIA CTPOTO OMpPEAENICHBI. JTa
paboTa npu3BaHa MOCIYKUTh PYKOBOJACTBOM MO pa3zpaboTke Oojee CTaHAapTHHIX
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TEPMUHOB WJIH OoJiee CTaHAAPTHU3UPOBAHHOW TEPMHUHOJIOTMM B  O0JacTH
KrOepOe30NmacHOCTH aKaIEMHUYECKIM COOOITIECTBOM MJTH PYKOBOISIIIMME OpTraHaMu
B OnmokaiiiieM Oy IyIneM, a TaKKe MOCTYKUTh PYKOBOJICTBOM IO BRIOOPY KITFOUEBBIX
CJIOB, Ha3BaHWUM W HAWISKANUX TEXHUYECKUX TEPMUHOB B  OymyImx
UCCIIEIOBaHMSIX B 007acTH KNOEepOE30MacHOCTH.

Pykormuch 3101 paboTh! ObLTa HAITMCaHa B COOTBETCTBUU C ITUMH YCIIOBHSIMH,
32 MCKJIIOYCHUEM HCIOJIb30BAaHUS IIUTAT U3 JIPYTUX CTATEeH, KOTOPHIC, €CIM OHU
IpOTUBOpEYAT APyr Apyry, obosHadarorcs [Sic]. Takum o00pa3oM, KOHKpPETHBIH
BKJIAJT TOM paOOTHI COCTOUT M3 ISATH aCIICKTOB!

1. Mbl  BBIBIISIEM 3HAQYHMTEIBbHYIO YacTh HOBBIX TCHICHIUH B
HCCIIeIOBaHUSIX B 00J1aCTH KHOEpOE30MacHOCTH;

2. Msbl  yka3plBaéM Ha  JIaBHO  Ha3peBIIYIO  HEOOXOJIUMOCTH
CTaHJapTU3AIMH TEPMUHOJIOTUU B 00J1aCTH KHOEpOe30macHOCTH;

3. Mp1 npenjiaraeM peKoOMEHAAIMH, KOTOPhIE CIeAyeT YYUTHIBATh MPH
BEIOOpE  TEPMUHOB WM  CTaHAAPTH3AIMd  TEPMHUHOJIOTHH  (Hampumep,
pacupoCTpaHEHHOCTh W BCTPEYAEMOCTh TEPMHUHOB, JTUHTBUCTHUKH, PYKOBOISIITUX

OpraHoB);

4. Msl mpeamaraeM # = OOOCHOBBIBAEM HEKOTOpBIE aKTyaJbHBIC
TEPMHHOJIOTHYECKHUE CTAaHAAPTHI;

S. Mgl onpenensieM OOIIME HaINpaBiIEHUS HCCIEIOBAaHUN B 00JacTH

K1OepOe30nacHOCTH U CBS3aHHYIO C HUMHM TEPMHHOJIOTHIO, a TaKXKe IpeajaraeM
HampaBJeHUs  JAJbHEWINIUX  KCCIEIOBAaHWUM, OCHOBAaHHbIE Ha  Halleu
KJ1accu(ukanmu.

Lensto sTOro o0030pa JUTEpaTyphl OBUIO OLEHUTh COCTOSHUE HOBBIX
UCCIIeNOBaHUM B 00JacTu KuOepOe30MmacHOCTH U W3YYUTh HaIpaBJICHUS
K1O6ep0e30nacHOCTH, KOTOPBIM TPAJUIIMOHHO YENSI0Ch MEHbIIE BHUMAHUS, YEM
CTaHJaPTHBIM T€MaM CETEBOM 0€30MaCHOCTH, KpUNITOrpaduu U 6a30BOM CUCTEMHOM
0e30MacHOCTH, KOTOPBIM  yJENsAEeTCd OCHOBHOE BHUMAHUE B  TUIIUYHOU
YHUBEPCUTETCKOM yueOHO# porpamme. B cenTsa0pe 2015 roga B 6ubnmnorekax
MaccayyceTckoro TeEXHOJIOIMYE€CKOr0o MHCTUTYTa ObLI MPOBEAEH PAJl ClIEUATbHBIX
MOMCKOBBIX 3alpOCOB IO >KypPHAJIBHBIM CTaThsiM, COJAEPXAIIUM CIOBO WU
NPUCTaBKY “KuOep” W OTOOpaHHBIM B KAayeCTBE KaHIMIATOB JUIsl JalbHEHIIEro
YTEHUS! Ha OCHOBE HIMPOTHI oxBata. Kpurepun otOopa BKIOYAIM B c€0s TO, UTO
IPUOPUTET OTAABAJICS 0030paM APYroM JUTEpaTypbl U CTAThM, LEIbIO KOTOPBIX
OBLJIO ITUPOKOE OMHMCAHKE MPOOIEM, C HEOOIBIIUM MPEATOYTEHUEM TEXHUYECKUM
CTaThsIM.

Korna st paccMoTpeHus oTOMpaiiuch TEXHUYECKUE JJOKYMEHTBI, Yallle BCEro
3TO OBLIM JOKYMEHTHI MO KuOepduznueckoid O€30MacHOCTH, HampuMmep, II0
6e3onacHoctu SCADA u IIJIK. Kpome Toro, psin moknanoB Kondepermuu mo
ynpasienuio MHtepHerom u kubepOezonacHoctd 2015 roma, opraHW30BaHHOU
KonymOuiickuM yHHuBepcuTeTOM W ['7100anbHON KOMHCCHEH MO YHPABJICHUIO
Nurepuerom (GCIG), OblIM HE3aBUCUMO OTOOpaHbI ISl paccMoTpeHus. Kpome
TOTO, CO BPEMEHEM Ipoliecc 0TOOpa HEMHOTO M3MEHWJICS, CTaB 00Jiee CTPOTUM.
[Ipomecc oTbopa crareil, KOTOpPbIE MbI ONPEACTUIN C TMOMOIILI0 OHJIAH-0a3bl
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JaHHBIX ~ OuOMMOoTeK  MaccauyceTckoro  TEXHOJOTMYECKOrO0  WHCTUTYTA,
WUTIOCTPUPYETCS CIACAYIONIMMH MapaMeTpaMH MOUCKa, KOTOpbie ObUIM BHIOpaHbI
JUISL TOTO, YTOOBI CY3UTh KPYT CTaTei, OTOOpaHHBIX UIsi 0030pa JTUTEpPaTypHI.
Crnenyroiue Apyr 3a IpyroM TEPMUHBI B KaKJIOM NOUCKe (Hampumep, “o030p”, 3a
KOTOPBIM CIIEAYeT “‘overview’’) T00aBIsINCh MOCIEI0BATEILHO IO MEpPE TOTO, KaK
MOUCK TEpecMaTpUBAICSI B XOJ€ MEPBOHAYAIBHOIO Mpoilecca oTOopa crareil B
centsiope 2015 roxa:

(xkubeprpoctpancTso) U (0630p, NJIN o630pHoCcTh, MJIN MeTa-ananusz, MJIN
onpoc, NJIN yueonuk, UJIN nureparypa, NJIN cxema, UJIN ynpasnenue, UJINA
MexayHapoansid, WM rmobaneabiii, MJIA ycroiumseiit) HE (tpansa, WJIN
ncuxosiorus, MJIM ncuxocornuanbHpiii acrekT) kubepripoctpancTtBo M ((0630p,
NJIN o630pHOCTH, UJIN Mera-0630p, MJIN yuebnuk, UJIM nuteparypa, NJIN
cxema, wim ycrouuuBbld acnekt)) HE  ((tpaBms, ncuxonorus WJIN
nicuxoconuaibHoe pazsutue)) (kudep) U (oHTOMOTHSA)

Bce mouckoBbie 3ampochl ObUTH OTPaHUYCHBI CTAThIMH B HAYYHBIX KypHAJIaX
uin Ha KoHgpepeHmusax 3a 2021-2024 roapl. M3 3THMX MOUCKOBBIX 3alpOCOB U
MatepuanioB koHpepeHnuuu GCIG 610 otobpano 134 crarbu-kanauaara. beuia
MIPOBEICHA JIOTIONHUTEIbHAS TIPOBEPKA BPYIHYIO Ha MPEIMET IITUPOTHI OXBaTa, MPH
3TOM TPEANOYTEHHE OBLIO OTAaHO TeMaM, KOTOpBIE pEXKEe OCBEHIAIOTCS B
nporpamMmmax oOydeHusi kubepOe3omacHOCTH. HexBaTka BpeMeHHM Ml UTEHUS
CTaTeil Tak)Ke cChIrpajia OINpPECICHHYI0 poJib B BbIOOpe MarepuanoB. M3 aToii
IpyHIbI ObIJI0 0TOOPAHO B OOIIIEH CI0XKHOCTH 77 cTaTeil, KOTOpbie ObUTH MPOYUTAHbBI
WIN MPOCMOTPEHBI Ha mpeamMeT coxepxkanus [1]-[74], [121]-[123]. IIpu ot6ope
CTaTeil KOJIMYECTBO IIUTUPOBAHKI HA OJHY CTAaThIO HE ObLIO U3BECTHO.

[Tocne mpouteHuss Bcex OTOOPAHHBIX CTATEH MbI MPOAHATU3UPOBAIH MX HA
nmpeaMeT cxojcTBa. Ha HauanmbHOM dTane aHanu3a Mbl CTPYNIUPOBAIIA BEIOPAHHbBIE
CTaTbU MO KaTEropusiM, COOTBETCTBYIOIIMM OOIIEH 00JacTH HCCIIEIOBaHUM, K
KOTOPOH, 1O HaIlleMy MHEHHIO, OHH OTHOCSTCS. [IpeniokeHHple HaMU KaTerOpun
npeacTaBieHbl B Tabnuue 1 Hioke. M3 mpencraBieHHBIX cTratei Ajig Hac ObUIO
OYEBHJIHO, YTO OTH KAaTETOPUU OBLIM TOIXOANIAMH, TIOCKOJBKY aBTOPBI
OTOOpaHHBIX CTaTe 0OBIYHO MUCAIU UX TAKUM 00pa3oM, 4YTOOBI ObLIO BHUIHO, YTO
OHH TIHIIYT, UCXOAS M3 ONPEICICHHOTO MHUPOBO33PEHUS W ONBITA, HAIPUMED, B
00JIaCTH TOJUTUKYA WM TEXHOJIOTHM; WM JJII KOHKPETHOW ayJIUTOPHH C TaKUM
MHUPOBO33pEHHEM, a HE C¢ TOYKH 3pEHHMs] KOMIUIEKCHOTO TMOJXoja K
KnOepOe30macHOCTH, OXBATHIBAIOIIIETO BCE ATH 00JIACTH.

OmpenenvB 3T KaTErOpWUH, MBI HAJAEEMCs, YTO HCCIEAOBaTEeNnd OyayT
YUYHUTHIBATh UX B OyyIIeM MpHU co3aaHuu 0osiee (hopManbHBIX KiIacCUpUKAIUN WIH
OHTOJIOTHH KubOepbe3omacHOCTH. B 3TOi cTaThe MBI MPOCTO OOpaiaeM BHUMAHHE
Ha HamM HAOJIOCHUS U HE MIPETEHAYEeM Ha TO, YTOOBI MPEJIOKUTh (OPMATIbHYIO
CTPYKTYPY, OU€PUHBAIOIILYIO TPaHULIBI KHOEpOE30MacHOCTH.

Onpenenenue obyacTei nccie0BaHUM B 00J1aCTH KHOEpOE30MacHOCTH, KaK
3TO OBUIO CAIETAHO HaMU, SIBJISIETCS BaXKHBIM IIATrOM B (JOpMaTU3AIHA METO0JIOTUH
UCCJIEIOBAaHUM B 00JacTH KUOEepOEe30MacHOCTH, MOCKOJbKY OHO YyKa3blBaeT Ha
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pa3nuyHble 00JacTH, M3 KOTOPBIX MOXHO H3BJI€Yb OCHOBBI, M TIOMOTAeT
c(opMyIMPOBATH UCCIIETOBATEILCKHUE TPOTPAMMBI.

N3 nHamero o030pa JuTepaTypbl H  ONpENEICHHS  KaTeropui
K1OepOe30nacHOCTH CTajo OYeBHUIHO, 4YTO B oOjacTu KubepOe30macHOCTH
CYLIECTBYET KOMMYHHMKAI[MOHHBIM  pa3pbiB, pa3feisioMUid  TPaJUuIlUOHHbIC
TEXHOJOTHUECKHUE MCCIIEI0BAHUS U HETEXHUUECKUE MOAXO0 Il TOCYIaPCTBEHHOTO U
YaCTHOTO CEKTOPOB K KHOepOe30macHOCTH. DTOT KOMMYHHUKALMOHHBIA pa3pbiB
MPEACTABISACTCA HaMm KpYITHEUIIEH byHIaMEHTATBHOM poOJIeMOH,

MPENsSTCTBYIOUIEH Mporpeccy B 3TON 00JIacTH, MOCKOIBKY MBI YIIyCKaeM U3 BUIY

BO3MOXKHOCTH JIJISI MEKTUCITUTUIMHAPHBIX HMHHOBAITHH.

Tabnuma 1. KirodeBwsle cnoBa, W3BJICUCHHBIE W3 0030pa JIMTEpaTypHl,
OTCOPTUPOBAHKEI MO cTeneHu 10 OT KoIWdecTBa pe3ybTaToOB, MOJYYCHHBIX IPH
noucke 1o Scopus u IEEE Xplore

KpaTKoe H3JI0OKCHHUC MMPCATIaraCMbIX TCPMHUHOJIOTMYCCKUX CTAHIapTOB

[Tpunsito He npunsito (1oka) YacTUYHO NPUHATHIN

CISO aKTUBHas KuOep3ammmura aTaka

KOMITBIOTEPHOE aJlanTaloOHHAas TAKTHKA MOJIOTYETHOCTh

HACHUJIHE

KpUTHYECKas ami JIOCTYITHOCTh

uH(bpacTpyKTypa

KpUNTOAHAIN3 3almTa oT | pabota ¢ OOJBIIUMHU
KPUMHUHAJTUCTHICCKUX JTAHHBIMHU

Kpunrorpadus aTakK ONKCAHUE SA3bIKA KAaCKaJHbINA cOOM

KPHUIITOJIOTHSI aTpuOyIus KHOEPIPECTYIMHOCTHIO

KHOepIpecTynHocTh | Cikr UT-IUPEKTOpa

KHOepIpaBo CIIOXKHBIC CETH cni

KubOeporepaum Kubep-odecneueHme PacrnipoctpanenHbie

YA3BUMOCTH U PUCKHU

kubep-puznueckue
CUCTEMBI

MCXKIAOMCHHBIC aTaKH

3aliruTa KOMIIBIOTCPHBIX
CHCTCM

KknOepOe30nacHOCTh | Kubeparak u Mep | Kubep-TpaBis
MIPOTUBOJICUCTBHUS

KHOEpYyTpO3bl knOepKkoHIMKTaM KHOepCTpaxoBaHUE

KHOCPBOMHBI KnbepoOpa3oBaHUe KuOep-mpecae0BaHne

KHOSPIPOCTPAHCTBO | KHOSPIICHXOJIOTHSI TEMHas IMayTHHa

JTapKHET KHOepyCTONYUBOCTh AJICKTPOHHAS
KOMMEPITUS

DDOS K1Oep-TapreTUHT XaKTUBUCTCKAs
JeSATEeIbHOCTD

ataku deep web

KHOEpHETUYECKUE
bu3nYecKue u COIMAIbHBIC
CUCTEMBI

Wncaiinepckas ataka
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OTKa3 B 0e30macHOCTh OIIEHKA PUCKOB
00CITyKUBAaHUU pacrpeeIeHHbIX CUCTEM
1 poBas MOAMKCH AKOCHUCTEMA 3aIIUTHI | APXUTEKTypa
AJIEKTPOHHBIX MOTpeduTenell | 6€301MacHOCTH
BCTPOEHHOE KOMITBIOTEPHBIC WHTEJIJICKTYaJIbHas CETh
KOMITBIOTEPHOE MPECTYIVICHUS COTPYIHUKOB
mu@poBaHUe OIICHKA PHUCKOB 11a0JIOHBI YTPO3
IIITHOHAXK obecricueHUsT  aHAIM3 U | aHAJIMU3 YSA3BUMOCTEH
MOHHUTOPHHT
XaKep BeO-aTak —
UKT CoIMaJIbHAsI KWOSPHETHKA —
UJEHTU(PUKATOPEI — —
uH(pOpMaIIMOHHBIC — —
TEXHOJIOTUHU
cucrema — —
oOHapy>KeHHS
BTOPKEHUN B
HNuTepHer
BpeaoHocHoe [10 — —
ceTeBasi 0€30MaCHOCTh | — —
dbuIHr — —
yIpaBjeHUe PUCKAMU | — —
KOH(PUACHIIMATLHOCTH
SCADA — —
cTeraHorpadus — —
0€30MacCHOCTh — —
CHUCTEMEI stuxnet

B 3akmiouenue, yiydlIeHHE MEXIUCHUIUIMHAPHOW KOMMYHHMKAIUU B
o0nacTu KuOEepOE30MacHOCTH SIBIISAETCS KPUTUYECKU BAaXKHBIM JUISI TTOBBIIICHUS
obmert  addekTuBHOCTH W 06e30macHOCTH  MH(POPMAIMOHHBIX  CHUCTEM.
CrangapTu3upoBaHHasi TEPMHHOJIOTHS WIPAET KIIOUEBYIO POJIb B YCTPAHCHHH
OapbepoB MEXAY pa3IUYHBIMU CICMATIMCTaMU, paboTaromuMu B 3TOH cdepe.
YHudukanus TepMUHOB CIOCOOCTBYET JIydIlleMy MOHUMAaHUIO 33]1a4, IPOLECCOB U
yIpo3, a TaKKe MO3BOJISIET YCKOPUTH 0OMEH MH(OpMaMen MEeXly dKCIepTaMu U3
pa3HbIX oOsactelt, Takux kak UT, nmpaBo, MEHEIPKMEHT U HAyYHbIC UCCIICIOBAHMUS.

[IpuMeHeHre eOUHBIX CTAHJIAPTOB B SI3bIKE KUOEPOE30MaCHOCTH MOXKET
3HAYUTEIBHO MOBBICUTH KOOPJAMWHALIUIO YCWIMM, CHU3UTh BEPOSITHOCTH OILIMOOK,
YVAY4YIIUTh JOKYMEHTAllMI0 M O0ecreuuTh 0o0Jiee KadeCTBEHHOE oOOydeHue
COTPYNHHUKOB. BakHO, 4TOOBI Takue CTaHAAPTHI Pa3BUBAIUCh C y4ETOM HOBBIX
BBHI30BOB W yIPO3, COXpaHsis MpPH DJTOM THOKOCTh M aJalTUBHOCTH JIJISt
WCITOJIb30BAHUS B PA3HBIX KOHTEKCTaX M 00JIACTAX.

Takum o00pa3om, cTaHmapTH3aldsg TEPMUHOJIOTHH B KuOepOe30macHOCTH
SBJISIETCSI HEOOXOAUMBIM IIarOM K 00JIe€ HHTETPUPOBAHHBIM, CKOOPAMHUPOBAHHBIM

33



MesxayHapoaHbiii HayuHbli xypHan «Journal of Science and Research (JSR)» 2 (18) despaus, 2025

1 3(pdeKkTUBHBIM pelieHusIM B 0opbOe ¢ Kubepyrpo3amu, co3jiaBas OCHOBY st
JOJITOCPOYHOM M YCTICIITHOM 3aIIUThl HHPOPMAITMOHHBIX PECYPCOB.
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